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Random number generation is essential in computing, cryptography, and 
scientific simulations. Traditional methods rely on pseudo-random number 
generators (PRNGs), which, while efficient, are ultimately deterministic and 
vulnerable to prediction. True random number generators (TRNGs), on the other 
hand, derive randomness from physical processes, but many still suffer from 
environmental biases. Quantum Random Number Generators (QRNGs) offer a 
fundamentally superior approach by leveraging the inherent uncertainty of 
quantum mechanics, ensuring truly unpredictable results. This guide provides a 
step-by-step process for building a DIY QRNG, utilizing a 405 nm Blu-ray laser, a 
50/50 beam splitter, and single-photon detectors (SPADs or PMTs). We cover the 
essential hardware components, optical setup, microcontroller integration, and 
software processing needed to extract binary random numbers from single-
photon interactions. Additionally, we explore statistical validation techniques, 
real-world applications, and future advancements in QRNG technology. By 
following this guide, enthusiasts, researchers, and security professionals can 
construct their own quantum-based randomness source, gaining hands-on 
experience with cutting-edge quantum technology. 
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Abstract 

Randomness plays a crucial role in modern computing, cryptography, and 
scientific simulations. Traditional pseudo-random number generators (PRNGs) 
rely on deterministic algorithms, making them inherently predictable if the initial 
conditions are known. In contrast, true random number generators (TRNGs) 
derive randomness from unpredictable physical processes, ensuring genuinely 
stochastic outputs. Among these, Quantum Random Number Generators (QRNGs) 
harness the inherent indeterminacy of quantum mechanics to produce sequences 
of truly random numbers. 

A QRNG operates by exploiting quantum phenomena such as wavefunction 
collapse and superposition, where an individual photon’s path through a beam 
splitter is fundamentally unpredictable until measured. Unlike classical random 
processes, which may still exhibit hidden deterministic influences, quantum 
systems obey the principles of probabilistic measurement, making QRNGs the 
most reliable source of true randomness. Such technology has wide applications 
in cryptography, secure communications, Monte Carlo simulations, and quantum 
computing. 

While commercial QRNGs exist, they often require specialized and expensive 
equipment. However, a DIY approach to QRNG construction is feasible using 
readily available components, such as Blu-ray laser diodes, beam splitters, and 
single-photon detectors. By integrating these elements with a microcontroller 
(Arduino/Raspberry Pi) and a basic coincidence counting circuit, hobbyists, 
students, and researchers can build a functional QRNG at a fraction of the cost. 

This paper provides a step-by-step guide for constructing a DIY QRNG, detailing 
the fundamental quantum principles, necessary hardware, assembly instructions, 
and validation techniques. The goal is to democratize access to quantum 
technology, allowing a wider audience to explore the principles of quantum 
mechanics through hands-on experimentation. With a properly constructed 
QRNG, users can generate unbiased, cryptographically secure random numbers—
showcasing quantum mechanics in action while advancing the potential for 
personal and research-based applications. 
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1. Introduction 

Randomness is a fundamental concept in science, mathematics, and computing, 
influencing everything from cryptography and secure communications to complex 
scientific simulations and gaming. In computing, random numbers are essential 
for encryption protocols, ensuring unbreakable security in financial transactions, 
military communications, and blockchain technology. Similarly, Monte Carlo 
simulations—widely used in physics, finance, and artificial intelligence—rely on 
high-quality randomness to approximate solutions to problems that are otherwise 
computationally infeasible. However, not all randomness is created equal. 

1.1 Pseudo-Random vs. True Random Numbers 

Most computer systems generate random numbers using Pseudo-Random 
Number Generators (PRNGs)—algorithms that produce sequences of numbers 
that appear random but are deterministic if the initial conditions (the "seed") are 
known. PRNGs, such as the Mersenne Twister, are widely used for their efficiency, 
but they have a major limitation: given the same seed, they will always produce 
the same sequence of "random" numbers. This predictability makes PRNGs 
vulnerable in cryptographic applications, where attackers can exploit seed 
weaknesses to reverse-engineer encryption keys. 

In contrast, True Random Number Generators (TRNGs) rely on physical processes 
that are inherently unpredictable, such as thermal noise in semiconductors, 
radioactive decay, or atmospheric turbulence. These sources ensure that the 
generated numbers are non-deterministic, providing a higher level of security and 
reliability. However, many traditional TRNGs suffer from bias or external 
environmental influences that can skew the randomness of the output. 

1.2 Quantum Mechanics as a Source of True Randomness 

Quantum mechanics offers a fundamentally different approach to randomness. 
Unlike classical systems, where randomness often arises due to complexity rather 
than intrinsic unpredictability, quantum systems exhibit true stochastic behavior 
governed by the wavefunction. One of the most striking examples of quantum 
randomness is the behavior of a single photon when it encounters a beam 
splitter. According to quantum mechanics: 
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• Before measurement, a photon exists in a superposition of multiple 
possible paths. 

• Upon measurement, the photon "chooses" one path at random. 

• No external factor determines this choice—it is fundamentally 
indeterminate. 

This property makes quantum mechanics an ideal foundation for true random 
number generation. 

1.3 How a QRNG Uses Single-Photon Behavior to Generate Random Numbers 

A Quantum Random Number Generator (QRNG) utilizes the unpredictability of 
quantum measurements to generate sequences of unbiased random numbers. 
The most common QRNG design involves a single-photon source, a beam splitter, 
and two single-photon detectors: 

1. Photon Emission: A laser diode emits a low-intensity beam, ensuring that 
individual photons travel toward a beam splitter. 

2. Quantum Superposition at the Beam Splitter: When a photon reaches a 
50/50 beam splitter, it has equal probability (50%) of being reflected or 
transmitted. 

3. Detection and Binary Encoding: The photon is detected by one of two 
single-photon avalanche diodes (SPADs): 

o If detected by Detector 1, it registers as a binary 0. 

o If detected by Detector 2, it registers as a binary 1. 

4. Generating Random Numbers: The sequence of 0s and 1s forms a truly 
random binary stream, free from classical biases. 

By continuously repeating this process, a QRNG can generate high-quality random 
numbers that are statistically unbiased and suitable for cryptographic 
applications, scientific computing, and secure communications. 

1.4 Advantages of a DIY QRNG 

While commercial QRNGs exist, they are often expensive and inaccessible to 
hobbyists, researchers, and students. However, with advancements in low-cost 
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laser diodes, beam splitters, and open-source electronics like Arduino and 
Raspberry Pi, building a DIY QRNG has become feasible. This project serves as 
both an educational tool for quantum mechanics and a practical solution for 
generating cryptographically secure random numbers. 

The remainder of this paper provides a step-by-step guide to building a DIY QRNG, 
including a discussion of necessary hardware, construction techniques, validation 
methods, and real-world applications. By the end, the reader will have a 
functional QRNG and a deeper understanding of how quantum mechanics 
provides the purest form of randomness known to science. 

 

2. Principles of Quantum Random Number Generation 

Random number generation is a crucial function in modern cryptography, 
computing, and scientific simulations. While classical sources of randomness rely 
on chaotic or unpredictable physical processes, quantum mechanics provides a 
fundamentally different and superior form of randomness. This section explores 
the core principles behind Quantum Random Number Generators (QRNGs) and 
how they utilize the strange behavior of quantum particles—such as photons—to 
ensure truly random outcomes. 

 

2.1 Quantum Mechanics and Superposition: How Single Photons Split 
Probabilistically 

In classical physics, a particle traveling toward a beam splitter would behave 
predictably, either reflecting or transmitting based on its angle of incidence and 
the properties of the material. However, in quantum mechanics, photons behave 
as both particles and waves, leading to fundamentally probabilistic behavior. 

When a single photon encounters a 50/50 beam splitter, it does not simply 
choose one path or the other as a classical particle would. Instead, it enters a 
quantum superposition state where it exists in both transmitted and reflected 
states simultaneously. The quantum mechanical description of this state is given 
by: 
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This superposition means that the photon does not "decide" which path to take 
until it is measured—an intrinsic property of quantum mechanics that forms the 
basis of QRNGs. 

 

2.2 Wavefunction Collapse: How Measurement Forces a Random Choice 

Once the photon reaches one of the two possible paths, it must be measured. In 
quantum mechanics, measurement collapses the wavefunction, forcing the 
photon to take on a definite state (either transmitted or reflected). 

This is the moment where quantum randomness emerges: 

• Before detection, the photon exists in a probabilistic superposition. 

• Upon measurement, the wavefunction collapses, and the photon appears 
in only one of the two detectors. 

• The outcome is truly random and cannot be predicted beforehand. 

Mathematically, the probability of each outcome is: 

 

This unpredictability is the hallmark of quantum randomness—there are no 
hidden variables or deterministic influences, unlike classical physical processes. 
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2.3 Role of Beam Splitters and Photon Detectors: How Hardware Ensures True 
Randomness 

While the quantum principles behind QRNGs are universal, implementing them in 
a physical device requires specialized optical hardware: 

1. Beam Splitter (50/50 Optical Beam Splitter) 

o Acts as the quantum decision point where the photon's wavefunction 
enters a superposition of transmission and reflection. 

o Ensures that each photon has an equal probability of taking either 
path. 

2. Single-Photon Detectors (SPADs or PMTs) 

o Positioned at both possible output paths of the beam splitter. 

o Detect the photon's arrival, forcing the wavefunction to collapse. 

o Convert each detection event into a binary outcome: 

 Detector 1 (Transmitted Path) → "0" 

 Detector 2 (Reflected Path) → "1" 

3. Microcontroller (Arduino/Raspberry Pi) 

o Reads the digital output from the photon detectors. 

o Collects and stores sequences of quantum-generated bits. 

This setup ensures that the random numbers produced are entirely governed by 
quantum mechanics, eliminating external classical noise sources that could 
introduce bias. 

 

2.4 Comparison with Classical TRNGs: Why Quantum Randomness is 
Fundamentally Superior 

While True Random Number Generators (TRNGs) exist in classical physics—using 
thermal noise, electrical fluctuations, or chaotic processes—they do not provide 
absolute randomness. Here’s why QRNGs are superior:  



8 
 

 

Classical TRNGs, such as those based on radioactive decay or semiconductor 
noise, can still exhibit hidden correlations or external environmental 
dependencies. For example, fluctuations in temperature or power supply 
variations can subtly bias the output, reducing randomness quality. 

Quantum mechanics, on the other hand, guarantees absolute unpredictability. 
Since measurement outcomes are dictated by the fundamental laws of nature, 
not even an attacker with complete system knowledge can predict or manipulate 
the generated numbers. 

 

Conclusion: Why QRNGs Are the Future of Random Number Generation 

Quantum Random Number Generators represent the gold standard in secure 
randomness generation. By leveraging the unpredictability of quantum 
mechanics, they provide high-entropy, unbiased random numbers with 
applications in: 

• Cryptography (secure encryption keys, authentication protocols) 

• Monte Carlo simulations (financial modeling, physics research) 

• Quantum computing (randomized algorithms, entropy injection) 

• Scientific experimentation (testing fundamental physics theories) 
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The next section of this paper will explore the practical aspects of constructing a 
DIY QRNG, detailing the necessary hardware, setup, and data processing 
techniques to build a fully functional system. 

 

3. Hardware Requirements 

Building a DIY Quantum Random Number Generator (QRNG) requires a 
combination of optical components, electronics, and processing hardware. The 
key objective is to create a setup where individual photons interact with a beam 
splitter, their paths are detected, and the results are processed into binary 
random numbers. Each component plays a crucial role in ensuring the integrity 
and reliability of quantum randomness. 

 

3.1 Optical Components 

3.1.1 Laser Source: 405 nm Blu-ray Diode 

The first requirement in a QRNG is a source of individual photons. A standard Blu-
ray laser diode (405 nm wavelength) provides an ideal balance of availability, 
affordability, and efficiency. 

• Why 405 nm? 

o Shorter wavelengths allow better single-photon emission control. 

o Blu-ray diodes are widely available and inexpensive. 

o Can be attenuated to produce a low-intensity photon stream. 

• Key Specifications to Consider: 

o Power Output: Typically <5 mW is sufficient to generate single-
photon events. 

o Beam Divergence: Should be minimized to focus photons precisely on 
the beam splitter. 

o Collimation Required: A lens system ensures a well-defined beam. 
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• Alternative Sources: 

o Higher-wavelength lasers (e.g., 650 nm red laser diodes) can be used 
but may reduce single-photon efficiency. 

o UV lasers (355 nm) provide even better quantum behavior but are 
costly and difficult to handle. 

 

3.1.2 Beam Splitter: 50/50 Optical Beam Splitter 

A beam splitter is the core quantum component in the QRNG, ensuring that each 
photon enters a superposition state. 

• Purpose: 

o A 50/50 beam splitter has an equal probability (50%) of transmitting 
or reflecting photons. 

o It creates a true quantum decision point, forcing measurement-based 
randomness. 

• Types of Beam Splitters: 

1. Non-Polarizing Beam Splitter (NPBS) 

 Ensures that polarization does not affect photon splitting. 

 Ideal for random binary generation. 

2. Polarizing Beam Splitter (PBS) (optional) 

 Separates photons based on polarization states. 

 Can be used for polarization-based QRNGs. 

• Key Factors for DIY Setup: 

o Coated optics to minimize reflection losses. 

o High optical quality to prevent distortions. 

o Glass-cube beam splitters are more robust than pellicle beam 
splitters, which are fragile. 
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3.1.3 Photon Detectors: Single-Photon Avalanche Diodes (SPADs) or 
Photomultiplier Tubes (PMTs) 

Detecting single-photon events is the most challenging part of the QRNG. 
Traditional photodiodes are not sensitive enough, so two main technologies are 
used: 

A. Single-Photon Avalanche Diodes (SPADs) 

• Advantages: 

o Compact, solid-state design. 

o Fast response time (sub-nanosecond detection). 

o Low power consumption. 

o Works at room temperature. 

• DIY-Friendly SPADs: 

o Silicon SPADs (Si-APDs) are affordable and easy to integrate. 

o Used in LiDAR and low-light detection. 

B. Photomultiplier Tubes (PMTs) 

• Advantages: 

o Extreme sensitivity—can detect even single photons. 

o High quantum efficiency (~40% at 405 nm). 

o Useful for low-intensity signals. 

• Disadvantages: 

o Expensive (~$1,000+ per unit). 

o Requires high-voltage power supply. 

o Bulky compared to SPADs. 
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Which to Choose? 

• SPADs are recommended for low-cost DIY builds. 

• PMTs are useful for advanced laboratory-grade QRNGs. 

 

3.2 Electronics & Processing 

3.2.1 Microcontroller: Arduino or Raspberry Pi for Data Collection 

Once photons are detected, the next step is processing the quantum data into 
binary numbers. 

• Arduino (Recommended for Beginners) 

o Simple digital input processing. 

o Low-cost and easy to program. 

o Can store binary data in arrays. 

• Raspberry Pi (For Advanced QRNGs) 

o Faster processing for high-speed QRNGs. 

o Can implement real-time entropy extraction. 

o Supports USB/SPAD modules for interfacing with photon counters. 

• Connections: 

o Each SPAD output is wired to a GPIO pin. 

o A digital logic circuit interprets the pulses as 0 or 1. 

 

3.2.2 Coincidence Counter: Validating Single-Photon Detections 

• Ensures both detectors do not register the same event simultaneously. 

• Helps detect background noise and false positives. 

• Options: 
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o Basic Hardware Coincidence Counter: 

 Uses AND/OR logic gates to validate counts. 

o Software Coincidence Detection: 

 Runs on Raspberry Pi/Arduino to filter out invalid counts. 

 

3.2.3 Power Supply & Optics Mounting Hardware 

Maintaining stability is crucial for QRNG performance. 

• Power Supply Considerations: 

o Laser Diode Power: Typically requires 3-5V regulated input. 

o SPAD/PMT Power: 

 SPADs use low-voltage (~30V) supplies. 

 PMTs require high voltage (~900V+). 

• Mounting and Alignment Hardware: 

o Optical rails for precise beam alignment. 

o Vibration damping platforms to prevent misalignment. 

o Blackout enclosures to eliminate stray light interference.  
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Conclusion 

This section outlined the key components required to construct a DIY Quantum 
Random Number Generator. The next step involves assembling the optical and 
electronic hardware, aligning components, and configuring software to collect 
and process quantum-generated binary data. 

 

4. Step-by-Step DIY Construction 

This section provides a detailed, step-by-step guide for constructing a DIY 
Quantum Random Number Generator (QRNG). Following these steps will ensure 
proper alignment, detection, and processing of single-photon quantum events, 
ultimately producing a stream of true random numbers. 

 

4.1 Setting Up the Laser Source 

The laser source is the initial component that generates photons for the QRNG. 
The goal is to use a low-intensity, collimated beam that interacts correctly with 
the beam splitter. 

Selecting the Right Blu-ray Laser Module 

• A 405 nm Blu-ray laser diode is ideal due to: 

o Shorter wavelength: Increases single-photon probability. 

o Availability: Found in Blu-ray players or ordered separately. 

o Power efficiency: Typically <5 mW ensures safe operation. 

• Requirements: 

o Wavelength: 405 nm (UV/violet). 

o Power: Adjustable, ideally below 5 mW. 

o Driver Circuit: Ensures stable voltage to avoid fluctuations. 
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• Alternative Laser Choices: 

o 650 nm red lasers: Less effective for single-photon experiments. 

o 532 nm green DPSS lasers: Can work but introduce additional noise. 

Collimating the Beam with Optical Lenses 

• A collimated beam ensures that photons travel in a straight line toward the 
beam splitter. 

• Steps to Collimate: 

1. Attach a collimation lens (e.g., aspheric or convex lens). 

2. Adjust focal length by moving the lens until the beam is narrow and 
uniform. 

3. Ensure minimal divergence by measuring beam width at two 
distances. 

• Testing Beam Quality: 

o Shine the laser onto a white surface from 1m away. 

o If the dot expands significantly, adjust the lens for better focus. 

 

4.2 Implementing the Beam Splitter 

A 50/50 beam splitter is responsible for splitting photons into two equal paths, 
forming the quantum decision point in the system. 

Positioning the 50/50 Beam Splitter at the Correct Angle 

• Mount the beam splitter at a 45° angle to the incoming beam. 

• Use optical mounts to fine-tune alignment. 

• Ensure equal probability of transmission and reflection. 

Aligning for Maximum Photon Path Separation 

• Place blackened surfaces behind both output paths to visualize the beam. 

• Adjust the splitter angle until both beams are of equal intensity. 
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• Once aligned, mark the position to prevent misalignment. 

Ensuring Minimal Photon Loss 

• Use high-quality, anti-reflective coated beam splitters to minimize 
scattering. 

• Test with a power meter to verify that both paths carry 50% of the original 
beam intensity. 

 

4.3 Detecting the Photons 

Photon detection is the most critical step in the QRNG build. Single-photon 
detectors (SPADs or PMTs) ensure that individual quantum events are correctly 
measured. 

Installing SPADs/PMTs at Each Output Path 

• Position one detector per output beam path. 

• Ensure a direct path from the beam splitter to the active detection area of 
each SPAD/PMT. 

Ensuring High Quantum Efficiency in Detection 

• SPADs: 

o Require a low-noise power supply. 

o Must be shielded from background light. 

o Can be cooled for higher detection efficiency. 

• PMTs: 

o Require a high-voltage power source (~900V). 

o More sensitive but prone to electrical noise. 

• Testing Photon Detection: 

o Shine a low-intensity laser onto the SPAD/PMT. 

o Monitor output voltage to verify successful photon detection. 
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o If needed, adjust alignment and lens focus. 

 

4.4 Connecting to the Microcontroller 

Once photons are detected, their signals must be converted into digital bits. This 
step involves wiring the detectors to a microcontroller (Arduino or Raspberry Pi) 
for processing. 

Wiring SPADs to Arduino/Raspberry Pi 

• SPAD Output → Digital Input Pins of the microcontroller. 

• Power the SPADs using a regulated power supply (often 5V or 30V). 

• Connect Ground (GND) to the Arduino/Raspberry Pi common ground. 

Using a Coincidence Counter (Optional) 

• A coincidence counter can filter false detections. 

• This can be done using hardware logic gates (AND/OR) or software 
validation. 

Example Arduino Wiring 

 

4.5 Collecting and Processing Random Data 

Once the hardware is set up, the final step is writing software to collect and 
format the quantum-generated bits. 
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Writing Arduino/Raspberry Pi Code to Log Quantum Bits 

• The program reads photon detections and assigns binary values: 

o Detector 1 (Transmitted Path) → "0" 

o Detector 2 (Reflected Path) → "1" 

• Example Arduino Code: 

const int detector1 = 2;  // SPAD Detector 1 

const int detector2 = 3;  // SPAD Detector 2 

 

void setup() { 

    Serial.begin(9600);  // Start Serial Communication 

    pinMode(detector1, INPUT); 

    pinMode(detector2, INPUT); 

} 

 

void loop() { 

    int bitValue = -1; 

     

    if (digitalRead(detector1) == HIGH) { 

        bitValue = 0; // Photon detected at Detector 1 

    } 

    if (digitalRead(detector2) == HIGH) { 

        bitValue = 1; // Photon detected at Detector 2 

    } 

 

    if (bitValue != -1) { 

        Serial.println(bitValue);  // Send bit to Serial Monitor 

    } 

} 
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Formatting Binary Data into Usable Random Numbers 

• The binary stream can be stored and used for random number generation. 

• A basic Python script can collect and format this data: 

 

import serial 

import time 

 

ser = serial.Serial('/dev/ttyUSB0', 9600)  # Adjust for your system 

time.sleep(2) 

 

random_bits = [] 

while len(random_bits) < 1000:  # Collect 1000 bits 

    bit = ser.readline().decode('utf-8').strip() 

    random_bits.append(bit) 

 

# Convert binary to integers 

random_number = int("".join(random_bits[:32]), 2)  # Convert first 32 bits into an integer 

print(f"Random Number: {random_number}") 

 

Final Testing & Validation 

• Check for Bias: Ensure the distribution of 0s and 1s is balanced. 

• Run Statistical Tests: Apply NIST randomness tests to validate quality. 

• Store & Utilize Data: Save binary streams for cryptographic or scientific 
applications. 

 

 

 



20 
 

Summary of the Construction Steps 

 

Conclusion 

This step-by-step guide provides all the necessary instructions for building a 
functional DIY Quantum Random Number Generator. The next section will focus 
on validating randomness through statistical analysis and entropy testing. 

 

5. Testing and Validating Quantum Randomness 

Once the DIY Quantum Random Number Generator (QRNG) is assembled, it is 
crucial to ensure that the generated numbers are truly random and not 
influenced by environmental noise, bias, or systematic errors. This section covers 
the statistical validation of randomness, methods for reducing bias and noise, and 
strategies for improving detection rates to enhance performance. 

 

5.1 Statistical Tests for Randomness 

To confirm that the QRNG is generating truly random numbers, the output must 
undergo rigorous statistical testing. Several industry-standard tests, such as NIST 
Randomness Tests, Diehard Tests, and Entropy Calculation, help assess 
randomness quality. 

5.1.1 NIST Randomness Tests 

The National Institute of Standards and Technology (NIST) provides a widely 
accepted suite of statistical tests to verify randomness. The NIST Statistical Test 
Suite (STS) evaluates binary sequences for patterns that could indicate bias or 
predictability. 
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Key NIST Tests for QRNG Validation: 

1. Frequency (Monobit) Test 

o Checks if 0s and 1s occur in nearly equal numbers. 

o Expected probability: ~50% 0s and 50% 1s. 

2. Block Frequency Test 

o Divides the binary sequence into blocks and checks uniformity. 

o Ensures local randomness within smaller sections. 

3. Runs Test 

o Examines the number of consecutive 0s and 1s. 

o Random sequences have no excessive clusters of the same bit. 

4. Serial Test 

o Checks if adjacent bit pairs (e.g., 00, 01, 10, 11) appear with equal 
probability. 

5. Longest Run of Ones in a Block 

o Tests for anomalous long streaks of 1s, which might indicate bias. 

6. Approximate Entropy Test 

o Determines the level of unpredictability in a sequence. 

How to Run NIST Tests (Python Example) 

To analyze QRNG output, first install the NIST test suite: 

bash 

CopyEdit 

git clone https://github.com/steven-murray/nist-rng 

cd nist-rng 

pip install -r requirements.txt 

Run the test on a binary file: 

bash 
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CopyEdit 

python test-rng.py -f random_numbers.bin 

 

5.1.2 Diehard Tests 

The Diehard Randomness Tests, developed by George Marsaglia, provide another 
robust suite for randomness validation. This suite includes tests such as: 

• Birthday Spacing Test (checks for collisions in pseudo-random spacing). 

• Overlapping Permutations Test (detects non-random patterns in number 
sequences). 

• Rank of Binary Matrices (measures statistical complexity of bit sequences). 

• Craps Test (simulates a dice game to detect statistical anomalies). 

To run Diehard tests: 

bash 

CopyEdit 

dieharder -a -f random_numbers.bin 

 

5.1.3 Entropy Calculation 

Entropy measures the amount of randomness in the generated sequence. The 
Shannon entropy equation is: 

 

A perfect quantum random sequence has entropy H(X) ≈ 1.0. Any deviation from 
this suggests a bias in photon detection. 
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Python Code for Entropy Calculation 

from collections import Counter 

import math 

 

def calculate_entropy(binary_sequence): 

    counts = Counter(binary_sequence) 

    total = len(binary_sequence) 

    entropy = -sum((count/total) * math.log2(count/total) for count in counts.values()) 

    return entropy 

 

binary_sequence = "011010100101..." 

entropy_value = calculate_entropy(binary_sequence) 

print(f"Entropy: {entropy_value}") 

 

5.2 Noise and Bias Reduction 

Despite using quantum principles, QRNGs can still suffer from external noise, 
detector imperfections, and optical misalignment. Several techniques can 
mitigate these issues. 

5.2.1 Using Better Photon Detectors to Reduce Noise 

• Upgrade to Superconducting Nanowire Single-Photon Detectors (SNSPDs) 

o Offer higher quantum efficiency (>90%). 

o Provide lower dark count rates (false detections). 

• Use Thermoelectrically Cooled SPADs 

o Reduces thermal noise, improving detection accuracy. 

 

 

 



24 
 

5.2.2 Filtering Out Ambient Light and Background Signals 

• Enclose the QRNG in a Lightproof Chamber 

o Stray photons from the environment can interfere with detection. 

• Use Optical Bandpass Filters 

o Blocks all wavelengths except 405 nm, eliminating background noise. 

• Shield Electronics from Electromagnetic Interference (EMI) 

o Ensures no false triggers from power fluctuations. 

 

5.3 Improving Detection Rates 

To maximize data throughput, the QRNG must detect as many single-photon 
events as possible without introducing bias. 

5.3.1 Optimizing Laser Intensity for Single-Photon Conditions 

• A higher-intensity laser will send multiple photons per event, reducing 
randomness. 

• A weaker laser ensures single-photon emissions but lowers detection rates. 

• Solution: Use a neutral density filter to fine-tune photon emission levels. 

Testing Single-Photon Conditions 

Use a photon counter to measure events per second. The rate should be low 
enough to ensure single-photon behavior. 

 

5.3.2 Using Fiber Optics for More Efficient Photon Transmission 

• Why Fiber Optics? 

o Reduces photon loss from air scattering. 

o Provides stable, direct transmission to detectors. 
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• Implementation: 

o Use multi-mode fiber to guide photons. 

o Ensure the fiber is precisely aligned to the beam splitter output.  

 

Final Thoughts 

Validating randomness is critical to ensuring the integrity and security of 
quantum-generated random numbers. By applying statistical tests, reducing 
noise, and optimizing photon detection, the DIY QRNG can achieve a high-quality, 
unbiased random bit stream. 

The next section will discuss real-world applications of the QRNG, including 
cryptography, Monte Carlo simulations, and scientific research. 

 

6. Applications of DIY QRNG 

A DIY Quantum Random Number Generator (QRNG) is more than just an 
experiment in quantum mechanics—it has practical applications in cryptography, 
secure communication, Monte Carlo simulations, and quantum optics research. 
Because QRNGs produce truly random numbers, they provide a higher level of 
security and accuracy than classical random number generators. This section 
explores how a QRNG can be integrated into real-world systems. 
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6.1 Cryptographic Key Generation 

Modern cryptographic systems rely on random keys for secure encryption. If 
these keys are predictable, an attacker can reverse-engineer the encryption, 
compromising the entire system. A QRNG ensures that encryption keys are truly 
random, making them impossible to predict. 

How QRNGs Improve Encryption 

1. Generating Secure Symmetric Keys 

o Cryptographic algorithms like AES-256 and ChaCha20 require high-
entropy random keys. 

o A QRNG can generate truly random 256-bit keys, making brute-force 
attacks infeasible. 

2. Public-Private Key Pairs (RSA, ECC, Diffie-Hellman) 

o Public key cryptography relies on random prime number generation. 

o QRNGs eliminate deterministic weaknesses found in classical PRNGs. 

3. One-Time Pads (Perfect Secrecy) 

o A one-time pad (OTP) is unbreakable if the key is truly random and 
never reused. 

o QRNGs provide the ideal entropy source for OTP encryption. 

Example: Generating a QRNG-Based Encryption Key 

Once the QRNG outputs a random bitstream, it can be formatted into a 
cryptographic key. 

import os 

 

def generate_qrng_key(bits=256): 

    key = os.urandom(bits // 8)  # Generate a 256-bit key 

    return key.hex() 

 

print("Generated QRNG Key:", generate_qrng_key()) 
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This QRNG-generated key can be used in AES encryption or VPN security 
protocols. 

 

6.2 Secure Communication (Quantum Key Distribution - QKD) 

Quantum Key Distribution (QKD) is a method of securely transmitting encryption 
keys using the principles of quantum mechanics. Unlike traditional encryption, 
which can be broken with powerful computers, QKD is provably secure against all 
classical and quantum computing attacks. 

How QRNGs Enhance QKD 

1. Preventing Eavesdropping (No-Cloning Theorem) 

o In QKD, an eavesdropper cannot intercept quantum keys without 
disturbing them. 

o QRNGs generate truly unpredictable bits, making the system immune 
to computational attacks. 

2. BB84 Protocol (Quantum Secure Communication) 

o The BB84 protocol relies on quantum superposition for unhackable 
encryption. 

o A QRNG provides the required random basis selection for encoding 
and measuring photons. 

3. Post-Quantum Cryptography (PQC) Readiness 

o Future quantum computers will break classical encryption (RSA, ECC). 

o QKD with QRNGs is one of the only known cryptographic solutions 
resistant to quantum decryption. 
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Building a Simple QRNG-Based QKD System 

A simple QKD protocol can be implemented using a QRNG-generated bitstream 
and a secure optical fiber link. 

1. Generate a random encryption key using a QRNG. 

2. Transmit the key using polarized photons. 

3. Verify key integrity using quantum measurements. 

4. Use the key for secure AES-256 encryption. 

Future Expansion: 

• Integrate the QRNG with fiber-optic QKD hardware. 

• Implement a real-time QKD key exchange protocol. 

 

6.3 Monte Carlo Simulations 

Monte Carlo simulations are used in finance, physics, artificial intelligence, and 
risk analysis to solve complex probability-based problems. These simulations 
depend on high-quality random numbers to model real-world uncertainty 
accurately. 

How QRNGs Improve Monte Carlo Methods 

1. Avoiding Bias in Simulations 

o PRNGs introduce statistical correlations that distort results. 

o QRNGs provide truly independent samples, improving accuracy. 

2. Applications in Computational Physics 

o Quantum mechanics research (e.g., simulating quantum 
wavefunctions). 

o Nuclear reaction modeling using random sampling. 
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3. Financial Modeling & Risk Assessment 

o Pricing financial derivatives (e.g., Black-Scholes model). 

o Portfolio risk assessment using stochastic volatility models. 

Example: QRNG for Monte Carlo Integration 

A common Monte Carlo problem is estimating the value of π using random 
sampling. 

import random 

 

def monte_carlo_pi(n_samples=10000): 

    inside_circle = 0 

    for _ in range(n_samples): 

        x, y = random.random(), random.random()  # Use QRNG instead of PRNG here 

        if x**2 + y**2 <= 1: 

            inside_circle += 1 

    return (inside_circle / n_samples) * 4 

 

print("Estimated π:", monte_carlo_pi()) 

• Replacing random.random() with QRNG-generated values eliminates bias. 

• Applications extend to molecular dynamics, climate modeling, and AI 
training. 
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6.4 Scientific Experimentation in Quantum Optics 

A DIY QRNG provides an excellent research tool for exploring quantum optics, 
quantum computing, and fundamental physics. 

Quantum Optics Experiments 

1. Bell’s Inequality Tests 

o Verifies quantum entanglement by testing non-local correlations. 

o A QRNG provides the required random measurement basis selection. 

2. Delayed-Choice Quantum Eraser 

o Uses QRNGs to determine measurement choices after photon 
emission. 

o Demonstrates wave-particle duality in quantum mechanics. 

3. Wavefunction Collapse Timing Experiments 

o Investigates the role of the observer in quantum measurement. 

o QRNGs create time-randomized trigger events. 

Experimental Setup 

• Use a QRNG output to randomly trigger photon detectors. 

• Test quantum mechanics predictions against classical hidden variable 
models. 

 

Final Thoughts 

The DIY Quantum Random Number Generator is not just a theoretical project—it 
has real-world applications in: 

• Cybersecurity (Cryptographic key generation, QKD). 

• Computational Science (Monte Carlo simulations). 

• Fundamental Physics (Quantum optics research). 
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With further enhancements, a DIY QRNG can be expanded into fully integrated 
quantum cryptography and scientific research platforms. 

 

7. Challenges and Future Improvements 

While a DIY Quantum Random Number Generator (QRNG) provides a functional, 
low-cost method for generating true random numbers, several challenges remain. 
Scaling a QRNG for higher efficiency, increased bit rates, and integration into 
larger quantum networks requires addressing photon detection limits, system 
miniaturization, and emerging quantum technologies. This section explores key 
challenges and potential improvements. 

 

7.1 Scaling Up: Can DIY QRNGs Be Used in Larger Quantum Networks? 

Challenges in Scaling a DIY QRNG 

A basic DIY QRNG produces random bits at a limited rate, but for applications like 
quantum networks, cryptography, and cloud-based quantum computing, a 
scalable QRNG architecture is needed. Scaling up presents several challenges: 

1. Limited Photon Throughput 

o Current DIY QRNGs rely on single-photon detection, meaning they 
process one bit per detected photon. 

o A large-scale quantum system needs higher throughput to support 
secure communication over multiple nodes. 

2. Synchronization Across Quantum Networks 

o In quantum key distribution (QKD), multiple QRNGs must synchronize 
to generate identical random sequences at different locations. 

o Timing issues due to detector delays and transmission losses make 
synchronization difficult. 
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3. Error Correction in Quantum Communication 

o QRNGs used in quantum networking must integrate with quantum 
error correction (QEC) to maintain integrity. 

o Photon loss and misalignment in large networks introduce bias. 

Potential Solutions for Scaling QRNGs 

• Entangled Photon Sources: 

o Instead of using independent QRNGs at different locations, entangled 
photon pairs can ensure correlated randomness across a network. 

o This approach enables secure randomness sharing without 
synchronization errors. 

• Distributed QRNG Clusters: 

o Instead of a single QRNG, a distributed system of multiple QRNG 
nodes can be used to create a high-entropy randomness pool. 

• Cloud-Based QRNG Services: 

o Some companies provide QRNG-as-a-Service, where users can access 
high-quality randomness remotely. 

o A DIY QRNG can be integrated into a networked randomness hub, 
providing secure randomness to multiple users. 

Future Research Direction: 

• Investigate Quantum Internet protocols that utilize QRNGs for 
decentralized randomness generation. 

 

 

 

 

 



33 
 

7.2 Higher Bit Rates: Exploring Faster Photon Detection for Improved Speed 

Challenges in QRNG Speed and Bit Rate 

A key limitation of DIY QRNGs is low bit rate, meaning the system generates 
random numbers slowly compared to classical PRNGs. This is due to: 

1. Photon Detection Delays 

o SPADs (Single-Photon Avalanche Diodes) have dead times (time after 
a detection event where no other photons can be registered). 

o This limits how fast photons can be counted. 

2. Limited Laser Intensity 

o Higher bit rates require more single photons per second. 

o Increasing laser power risks producing multi-photon events, which 
reduce randomness. 

3. Processing Overhead 

o Microcontrollers like Arduino and Raspberry Pi introduce latency in 
bitstream processing. 

o Data transfer from the QRNG to a computer system may create 
bottlenecks. 

Strategies to Improve Bit Rates 

• Use High-Speed Photon Detectors: 

o Superconducting Nanowire Single-Photon Detectors (SNSPDs) can 
detect photons with sub-nanosecond timing precision. 

o These have lower dead times and allow faster bitstream generation. 

• Parallel QRNG Architectures: 

o Instead of using a single beam splitter and detector pair, a parallel 
array of QRNG units can generate multiple random bits 
simultaneously. 
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• Integrated FPGA Processing: 

o Instead of relying on microcontrollers, using Field Programmable 
Gate Arrays (FPGAs) can directly process photon detections at high 
speed. 

o FPGA-based QRNGs can reach gigabit per second bit rates. 

Future Research Direction: 

• Investigate ultrafast QRNG architectures that use time-bin encoding to 
register multiple photons per clock cycle. 

 

7.3 Nonlinear Optics & Integrated Photonics: Making QRNGs More Compact and 
Efficient 

Challenges in QRNG Miniaturization 

While a DIY QRNG is built with bulk optical components (lasers, beam splitters, 
and photon detectors), modern QRNGs are moving toward integrated photonics, 
where quantum randomness is generated within a chip. The main challenges of 
shrinking QRNGs include: 

1. Optical Alignment Complexity 

o The current design requires manual alignment of lenses, beam 
splitters, and detectors. 

o Small misalignments reduce efficiency. 

2. Miniaturization of Quantum Optical Components 

o Large-scale optical tables cannot be integrated into consumer 
electronics. 

o A QRNG chip must replace free-space optics with waveguide-based 
photonics. 

 

 



35 
 

3. Electrical Power Consumption 

o Superconducting detectors require cryogenic cooling, limiting 
portability. 

o Miniaturized QRNGs must be optimized for low-power consumption. 

Solutions Through Nonlinear Optics and Integrated Photonics 

• On-Chip QRNGs (Photonic Integrated Circuits, PICs): 

o Companies like ID Quantique and Toshiba are developing CMOS-
compatible quantum chips. 

o These QRNGs use waveguide-based beam splitters to miniaturize 
randomness generation. 

• Nonlinear Optical Processes for QRNGs: 

o Spontaneous Four-Wave Mixing (SFWM): 

 Uses nonlinear Kerr media to create entangled photons on a 
chip. 

 Can replace traditional beam splitter-based QRNGs. 

o Quantum Dot QRNGs: 

 Uses semiconductor quantum dots as single-photon sources, 
making devices smaller. 

• CMOS-Compatible QRNGs: 

o Future QRNGs could be integrated directly into smartphones, 
laptops, and IoT devices. 

o Instead of standalone QRNGs, future quantum-secure processors 
may have built-in quantum entropy sources. 

Future Applications of Integrated QRNGs 

1. Mobile Cryptography: 

o Smartphones with integrated QRNGs can generate hardware-based 
quantum-secure encryption keys. 



36 
 

2. IoT Security: 

o Miniaturized QRNGs can prevent hacking of embedded devices. 

3. Wearable Quantum Devices: 

o Ultra-low-power QRNGs can be embedded into medical devices and 
biometric authentication systems. 

Future Research Direction: 

• Develop quantum photonic processors that merge QRNGs with quantum 
computing hardware. 

Vision for the Future 

The next generation of QRNGs will likely: 

• Be integrated into everyday devices (phones, laptops). 

• Reach terabit-per-second bit rates for ultra-secure computing. 

• Be a core component of future quantum networks. 

As research progresses, a DIY QRNG could serve as a stepping stone for 
individuals interested in exploring quantum technology, contributing to future 
innovations, and advancing quantum cryptography. 

 

8. Conclusion 

8.1 Summary of the DIY QRNG Build Process 

This paper has provided a comprehensive guide to constructing a DIY Quantum 
Random Number Generator (QRNG) using affordable optical and electronic 
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components. By leveraging the fundamental unpredictability of quantum 
mechanics, we have demonstrated how to build a fully functional randomness 
source suitable for cryptographic security, Monte Carlo simulations, and quantum 
optics research. 

The QRNG build process involved several key steps: 

1. Understanding Quantum Randomness: 

o Unlike classical TRNGs, which rely on unpredictable physical noise, 
QRNGs derive randomness from quantum mechanics—specifically, 
the behavior of single photons at a beam splitter. 

2. Assembling the Optical Hardware: 

o A 405 nm Blu-ray laser diode was used as a photon source. 

o A 50/50 beam splitter ensured that photons were probabilistically 
reflected or transmitted. 

o Single-photon avalanche diodes (SPADs) or photomultiplier tubes 
(PMTs) detected individual photon events. 

3. Interfacing with a Microcontroller: 

o An Arduino or Raspberry Pi converted photon detection events into 
binary random bits. 

o Data was logged, processed, and formatted into usable random 
numbers. 

4. Testing and Validating Randomness: 

o Statistical tests such as the NIST randomness suite and Diehard tests 
were used to confirm the quality of randomness. 

o Entropy calculations were performed to ensure the bitstream 
exhibited maximum unpredictability. 

5. Exploring Real-World Applications: 

o Cryptographic key generation using QRNG-generated randomness. 

o Quantum Key Distribution (QKD) for secure communications. 
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o Monte Carlo simulations that benefit from truly unbiased random 
numbers. 

o Quantum optics experiments, including Bell’s inequality and delayed-
choice quantum eraser experiments. 

6. Challenges and Future Improvements: 

o Improving bit rates by using faster photon detectors and integrated 
circuits. 

o Miniaturizing QRNGs through integrated photonics and nonlinear 
optics. 

o Scaling QRNGs for use in distributed quantum networks and the 
Quantum Internet. 

Through careful assembly, testing, and validation, the DIY QRNG demonstrates 
the power of quantum mechanics in generating truly random numbers—
something classical computing cannot achieve. 

 

8.2 Encouragement for Further Experimentation and Improvement 

This DIY QRNG is only the beginning. There are numerous ways to expand, refine, 
and innovate upon the basic design: 

• Experiment with Alternative Photon Sources 

o Explore entangled photon pairs for correlated randomness. 

o Use quantum dots or spontaneous parametric down-conversion 
(SPDC) for higher purity single-photon sources. 

• Improve Hardware for Higher Efficiency 

o Upgrade to superconducting nanowire single-photon detectors 
(SNSPDs) for ultra-fast detection rates. 

o Implement field-programmable gate arrays (FPGAs) for real-time 
QRNG processing. 
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• Develop Advanced QRNG Applications 

o Integrate QRNGs with quantum cryptographic protocols beyond 
QKD. 

o Use QRNGs for secure IoT devices, blockchain encryption, and AI 
model training. 

• Participate in Open-Source QRNG Research 

o Share experimental results with the scientific community. 

o Contribute to open-source QRNG software libraries for randomness 
validation. 

The field of quantum information science is rapidly evolving, and DIY builders 
have a unique opportunity to contribute to the advancement of quantum 
technologies. Whether through refining the QRNG design, integrating it into 
larger systems, or testing new quantum theories, further experimentation is 
highly encouraged. 

 

8.3 Final Thoughts on Quantum Randomness and Its Implications 

The ability to harness quantum randomness has profound implications for 
security, computation, and fundamental physics. Unlike classical randomness, 
which is always subject to hidden variables or deterministic influences, quantum 
randomness is truly unpredictable at a fundamental level. This fact has deep 
philosophical, scientific, and technological implications: 

1. Security in a Post-Quantum World 

o As quantum computers become more powerful, classical 
cryptography will eventually be broken. 

o QRNGs will play a critical role in post-quantum cryptographic 
systems, ensuring secure communications even in the era of 
quantum decryption. 
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2. Quantum Mechanics and the Nature of Reality 

o The DIY QRNG is not just a tool—it is an experiment that confirms the 
randomness of quantum measurement. 

o Questions about wavefunction collapse, nonlocality, and hidden 
variables can be further explored using advanced QRNG experiments. 

3. The Road to Practical Quantum Technologies 

o QRNGs are one of the first quantum technologies to be used in 
practical applications, but they are only the beginning. 

o The development of quantum computing, quantum networking, and 
quantum sensing will rely on randomness generated from systems 
like these. 

4. Democratizing Quantum Science 

o Historically, quantum research has been confined to universities and 
government labs. 

o The availability of DIY quantum experiments means that students, 
enthusiasts, and independent researchers can now contribute to 
quantum science. 

The simple act of building a QRNG at home or in a lab brings us closer to 
understanding the deepest laws of nature—laws that govern everything from the 
subatomic world to the entire cosmos. 

 

Final Statement 

The DIY Quantum Random Number Generator serves as a gateway into the world 
of quantum mechanics. Through hands-on experimentation, we gain insight into 
the fundamental nature of randomness, measurement, and information. 

This paper has provided the necessary steps to build, validate, and apply a DIY 
QRNG, but the field remains open for further exploration and discovery. Whether 
for enhancing security, testing quantum principles, or contributing to the next 
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generation of quantum technologies, the knowledge gained from working with 
QRNGs is invaluable. 

As quantum technology advances, the ability to generate and harness true 
randomness will shape the future of computing, encryption, and physics itself.  
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