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A universal digital ID for the United States sounds like administrative progress: faster access to 
services, fewer passwords, less fraud, and more convenience in daily life. But the core question 
is not whether digital identity can work. The core question is what happens when it fails. At 
national scale, failure is rarely local. The same credential that simplifies access also concentrates 
risk, turning a breach into a cascade. The true hazard is blast radius: how widely a compromise 
propagates across systems, how long the harm persists, and how difficult it is to recover once 
trust is broken. This paper frames digital ID as an identity lifecycle and a set of attack surfaces 
rather than a single app or database. We map the major compromise modes: central data 
breaches, issuer key theft, enrollment pipeline compromise, wallet/device compromise, verifier 
compromise, and denial-of-service. Each mode produces distinct harms, from mass 
impersonation and synthetic identity creation to surveillance-by-logs and systemic exclusion 
from essential services. We then translate these harms into design constraints: minimize 
linkability, reduce central honeypots, separate proofing from authentication, build rapid 
revocation and reissuance capacity, and preserve durable offline fallbacks. The goal is not 
paranoia. The goal is engineering a national system that fails gracefully. 
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1. Introduction: Convenience at Scale and the Hidden Cost of Failure 

A universal digital ID is usually sold as modernization: fewer forms, fewer passwords, faster 
service delivery, and less fraud. That pitch is not wrong. But it is incomplete. At national scale, 
identity is not a feature; it is infrastructure. And infrastructure fails in ways that are not neatly 
contained. The fundamental question is not whether a digital ID system can be built, but what 
kind of society is created when access, legitimacy, and trust depend on a shared technical 
substrate that can be attacked, misconfigured, or simply go down. 

This paper begins with a deliberately practical lens. A digital ID system is not “an app.” It is a 
lifecycle: enrollment, issuance, authentication, presentation, logging, recovery, revocation, 
reissuance, and retirement at death. Each step introduces a distinct failure mode. Some failures 
leak data. Some mint false identities. Some deny access to the rightful person. Some silently 
convert routine transactions into permanent records. The public discussion often collapses 
these distinctions into a single question: “Will it get hacked?” That framing is too blunt to design 
with. A national system requires a sharper concept: blast radius. 

1.1 The promise of universal digital ID 

The case for universal digital ID rests on real friction that citizens and institutions feel every day. 

First, it promises simpler access to services. People repeatedly prove who they are to agencies, 
banks, employers, healthcare portals, schools, airlines, and online platforms. Each silo creates 
its own login, its own recovery flow, and its own weak link. A well-designed digital ID can reduce 
this duplication by offering a reusable way to authenticate that is both stronger and easier than 
the status quo. 

Second, it promises reduced fraud and faster adjudication. Benefit fraud, account takeover, and 
synthetic identities thrive in gaps: weak proofing, inconsistent checks, and brittle recovery. A 
digital ID can raise the cost of impersonation by requiring stronger proofing at issuance and 
stronger authentication at use. 

Third, it promises portable credentials. A person should not need to remember which of a 
dozen institutions holds which version of their identity. A universal credential can allow the 
person to carry proof of specific attributes when needed: age, residency, eligibility, professional 
status, or authorization to access a service. 

Fourth, it promises privacy improvements in principle. This sounds counterintuitive, but it is 
technically possible to design identity presentation so that a verifier learns only what it needs. 
In today’s physical world, we routinely over-disclose: we show a full driver’s license to prove 
age. In a digital system, it is possible to prove “over 21” without disclosing address or exact date 
of birth. 
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Fifth, it promises a reduction in password dependency. Passwords and SMS codes are among 
the most exploited weak points in consumer security. Moving toward stronger, phishing-
resistant authentication methods can reduce common forms of account takeover. 

These benefits explain why digital ID keeps returning as a national aspiration. The promise is a 
mix of convenience, security, and administrative efficiency. The difficulty is that the promise 
becomes most attractive precisely when the system becomes most relied upon. Dependence is 
the amplifier. Which brings us to blast radius. 

1.2 The central framing: blast radius rather than “hacked or not” 

A national digital ID will eventually be attacked. That is not cynicism; it is the baseline 
assumption of modern security. But the crucial design question is not whether an incident 
occurs. The question is how much damage an incident can do, how long the damage lasts, and 
how realistically a person can recover. 

Blast radius is a way to think like an engineer and a citizen at the same time. It asks: 

How many people can be harmed at once? 
How many services fail together? 
How irreversible is the harm? 
How expensive is recovery for individuals and institutions? 
How much trust is lost, and can it be earned back? 

This reframing matters because “hacked or not” treats all compromises as comparable. They are 
not. 

A breach of a central data store is primarily a confidentiality disaster. It can enable fraud, but its 
immediate harm is exposure: data leaks into criminal markets, and the person cannot take it 
back. If the breach includes stable identifiers, the harm persists for years. 

A theft of issuer signing keys is a trust disaster. In that case, the attacker may be able to mint 
credentials that appear authentic to every verifier. This is the nightmare scenario because the 
system’s foundational promise is authenticity. Once authenticity is suspect, every relying party 
must treat every credential as potentially forged until remediation is complete. The remediation 
is not merely technical; it is social and logistical. You must revoke, rotate, reissue, and convince 
the country that the new trust chain is real. 

A compromise of the enrollment pipeline is an integrity disaster. It issues “real” credentials to 
the wrong people. The harm is not only financial; it is a legitimacy crisis. The victim’s life 
becomes an appeals process. The attacker’s fraud becomes system-sanctioned until disproven. 
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A compromise of wallets and devices is an endpoint disaster. It shifts the risk from the central 
system to the citizen’s daily technology environment: malware, coercion, theft, and recovery 
abuse. This is often where good cryptography meets messy human reality. 

A compromise of verifier systems is a privacy disaster of a different kind. Even if the credential is 
never forged, verification logs can become a shadow map of lives: where people authenticate, 
what they access, and how often. If a universal ID becomes the common entry point, 
verification logs can become a de facto social graph. 

A denial-of-service event is an availability disaster. It can produce mass harm without any data 
theft at all. If the digital ID becomes the default gateway to essential services, the outage is 
experienced as exclusion: people cannot get what they need when they need it. 

These breach classes differ in mechanism, harm, and remediation. Treating them as one generic 
“hack” encourages the wrong controls. Blast radius pushes the design toward 
compartmentalization, minimal disclosure, resilient recovery, and durable fallbacks. It also 
forces a moral and political recognition: if digital ID becomes infrastructural, availability and due 
process become as important as cryptography. 

1.3 Why national scale changes everything 

Many organizations run identity systems today. A national system is different in kind, not just in 
size, for several reasons. 

First, national scale produces monoculture risk. Even if the system is federated, standards and 
interoperability push components toward uniformity. Uniformity improves usability, but it also 
creates the possibility of systemic failure: a single vulnerability replicated widely becomes a 
national vulnerability. 

Second, the incentives become asymmetric. Criminals and hostile actors concentrate effort 
where payoff is highest. A system that covers everyone is the highest-value target in the country. 
That changes the attacker profile. It also changes the “patient” strategies: long-term infiltration, 
insider recruitment, and supply-chain compromise become more rational. 

Third, recovery becomes a public service, not a customer service problem. When a bank 
account is compromised, the bank can restore access through internal processes. When a 
national identity credential is compromised, restoration becomes a civic process. People will 
need appeals, verification pathways, and consistent rules. The legitimacy of that process 
matters. If the person cannot realistically regain identity and access, the system fails regardless 
of how well it authenticates everyone else. 

Fourth, inclusion becomes a first-order design constraint. “Everyone” includes people without 
smartphones, people with disabilities, people without stable addresses, people with limited 
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documentation, people with language barriers, and people with complicated life histories. In a 
national system, “edge cases” are not edge cases. They are millions of people. If enrollment and 
recovery are designed for the median citizen, the system will harden inequality. 

Fifth, national scale makes logging and linkage ethically explosive. A small system’s logs are local 
and limited. A universal system’s logs can become a longitudinal archive of interactions across 
life domains. Even if no one intends surveillance, the structure can create it through 
aggregation, retention, and secondary uses. Privacy is therefore not only about what the 
credential contains, but about what the ecosystem records. 

Sixth, governance becomes part of security. A national system lives across administrations, 
budgets, political climates, and institutional churn. It must survive leadership changes and 
procurement cycles. If governance is weak, security decays. If oversight is performative, trust 
collapses. At national scale, trust is not a public-relations layer; it is a system requirement. 

Finally, the system becomes culturally symbolic. Identity touches citizenship, dignity, and 
belonging. If people believe the system is unfair, coercive, or leaky, adoption becomes brittle. 
People will route around it, resist it, or use it reluctantly while distrust grows. That distrust is 
itself a vulnerability: it increases the success of scams, decreases the reporting of fraud, and 
undermines cooperation during incident response. 

For these reasons, a national digital ID must be designed not as a product, but as a resilience 
program. It must plan for compromise classes, limit blast radius, and treat recovery and 
inclusion as core features. The remainder of this paper builds that framework: a threat model 
grounded in real breach classes, a set of measurable blast-radius metrics, and a practical set of 
constraints for a “least-bad” national design that fails gracefully rather than catastrophically. 

 

2. What "Digital ID for Every American" Actually Means 

The phrase "digital ID" is often treated as a single object: a credential in a phone wallet, a QR 
code, or a login button. At national scale, that mental model is too small. A universal digital ID is 
an ecosystem made of institutions, standards, devices, records, and procedures that must 
remain coherent across decades of life changes and across millions of daily transactions. It is not 
merely about proving "who you are" online. It is about how the country operationalizes identity: 
how identity is created, how it is bound to a person, how it is presented, how mistakes are 
corrected, how compromise is contained, and how the identity relationship ends. 

To make this concrete, we need two clarifications. First, identity is a lifecycle, not an event. 
Second, the system has two different things that people routinely confuse: credentials and 
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accounts. Getting those distinctions right determines whether a national system becomes 
resilient infrastructure or a brittle, high-value target. 

2.1 Identity as lifecycle: enroll, issue, use, recover, revoke, retire 

A national digital identity system must support identity from cradle to grave, including all the 
messy transitions in between. The lifecycle is the system. 

Enroll is the entry point: the moment the system decides that a real person exists and that a set 
of attributes belongs to that person. Enrollment involves identity proofing and often 
"uniqueness" assurance. Proofing means establishing that the applicant is who they claim to be. 
Uniqueness means reducing the chance that the same person can enroll multiple times under 
different identities, or that an attacker can create large numbers of synthetic identities. 
Enrollment is also where inclusion problems appear first. Many people do not have a clean 
document trail, do not have stable addresses, or have inconsistent records across agencies. A 
system that treats enrollment as purely automated will fail large segments of the population. A 
system that treats enrollment as purely manual will not scale and will invite insider corruption. 
The enrollment layer has to balance automation with human pathways and due process. 

Issue is the moment a credential is produced and bound to the person. In a digital system, 
issuance is not only printing a card. It is creating cryptographic material, registering device 
bindings when applicable, and specifying credential validity periods. Issuance often includes a 
decision about what the credential can assert. A minimalist design issues a small set of 
assertions and relies on attribute providers for additional claims. A maximalist design packs a 
wide set of attributes into a single credential. Minimalism reduces blast radius if the credential 
leaks, but can increase complexity if every verification becomes a multi-party lookup. 

Use is the daily act of proving something. Use divides into two modes: authentication and 
presentation. Authentication is proving control of a credential to gain access to an account or 
service. Presentation is showing a verifier specific claims, often in person, such as age, 
residency, or authorization. The subtle danger is that repeated use produces logs and linkability. 
A universal credential, if used routinely, can become a universal correlator unless the 
architecture aggressively limits what verifiers can retain and how presentations can be linked 
over time. 

Recover is the often-ignored center of the lifecycle. People lose phones, forget passcodes, 
move, get divorced, change names, have records corrected, or become incapacitated. Recovery 
is where usability and security collide. If recovery is too easy, attackers abuse it. If recovery is 
too hard, legitimate users are locked out of essential services. A national system must treat 
recovery as a first-class capability with multiple channels, including in-person recovery, and 
must explicitly define what evidence is acceptable for recovery at different risk levels. Recovery 



10 
 

must also include a process for contested identity: when two parties claim the same identity 
record, or when a person claims that an identity was issued fraudulently. 

Revoke is the capability to invalidate a credential or assertion before its natural expiration. 
Revocation is needed for theft, compromise, fraud discovery, legal status changes, and issuer-
side failures such as key compromise. At national scale, revocation must work quickly and 
predictably, and verifiers must actually check revocation status or expiration in a way that 
matches their risk. Revocation is also where the system must prove that it can fail gracefully. If 
revocation mechanisms require constant network access and the network is down, the system 
may collapse into either total denial or blind acceptance. 

Retire is the end of the identity relationship. In practice, retirement includes death reporting, 
cessation of eligibility, and long-term record retention policies. Retirement is not merely 
administrative. If identities are not retired correctly, credentials can be abused posthumously. If 
retirement is too aggressive or error-prone, living people can be mistakenly "killed" by the 
system and locked out. Retirement therefore requires reliable vital event confirmation, a clear 
appeals process, and careful rules about what persists in archives and for how long. 

The key point is that each lifecycle phase is a security boundary. It is also a civil boundary. The 
system must be designed so that normal life transitions do not become recurring crises, and so 
that attacks cannot concentrate on the weakest phase, which is usually enrollment and 
recovery. 

2.2 Credentials versus accounts: the difference that matters in a breach 

People often say "my ID got hacked" when they mean different things. A national system cannot 
afford that ambiguity. Credentials and accounts are distinct objects, with distinct failure modes, 
and confusing them leads to bad architecture. 

A credential is something that can be presented to prove claims or control. In modern systems, 
a credential is ideally under the holder's control. It might live in a wallet app, on a smart card, or 
in secure hardware. The credential is typically signed by an issuer so a verifier can check 
authenticity. If the credential is stolen, the attacker may be able to impersonate the holder 
unless additional authentication is required. If the issuer signing keys are compromised, 
attackers may be able to create forged credentials that appear valid. 

An account is a relationship on a service provider's side. It is not the credential itself. A bank 
account, benefits account, tax filing profile, healthcare portal, and airline loyalty login are all 
accounts. Accounts are protected by authentication methods. If an account is compromised, the 
attacker can do things within that service. If the identity system is used as the authentication 
layer, then compromise of the identity layer can cascade to many accounts. 
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This distinction matters because breach response differs. If an account is hacked, the provider 
can freeze the account, reset credentials, and restore access. If a credential is compromised, the 
system must revoke and reissue the credential, and may need to notify many relying parties. If 
issuer trust is compromised, the system may need to rotate keys, reissue credentials widely, and 
update verifier trust stores. 

The distinction also matters for privacy. Credentials can be designed for minimal disclosure. 
Accounts usually involve server-side data aggregation. If the national identity system turns into 
a centralized account registry, it becomes a honeypot. If instead it acts as a credential 
framework that helps users authenticate and present claims without centralizing every 
transaction, it can reduce surveillance risk. 

Finally, credentials versus accounts matters for recovery. Account recovery is already a major 
fraud vector in private systems. If a national credential becomes the root of account recovery 
everywhere, then the national recovery process becomes the single most attractive target for 
attackers. Designing recovery therefore cannot be an afterthought. The most dangerous 
national ID system is not the one with weak cryptography. It is the one with a convenient 
recovery flow that attackers can industrialize. 

2.3 Likely U.S. architectures: centralized registry versus federated trust 

A universal digital ID can be built in at least two broad architectural styles, each with different 
failure and governance properties. 

A centralized registry model concentrates identity into a national database and often a national 
issuer. Verification often depends on querying central services. The advantage is uniformity: one 
set of rules, one trust anchor, one common interface. The disadvantage is blast radius: one 
compromise, one policy failure, or one governance drift can affect everyone. Centralization also 
amplifies political and civil-liberties concerns because the same system that grants access can 
become a default instrument of monitoring or exclusion if purpose limits are not structurally 
enforced. 

A federated trust model aligns more naturally with the U.S. institutional reality. Multiple issuers 
exist, typically states and federal agencies. A trust framework defines how issuers are 
accredited, how cryptographic trust is distributed to verifiers, and how credentials are 
formatted and presented. The core idea is interoperability without a single master database 
that sees every transaction. In a federated model, identity can be anchored in multiple 
authoritative sources and credentials can be validated cryptographically, reducing the need for 
constant central lookups. 

Federation is not automatically safer. Done poorly, it can create uneven assurance levels, 
inconsistent recovery experiences, and gaps attackers exploit by targeting the weakest issuer or 
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the weakest proofing process. Federation therefore requires strong baseline standards, auditing, 
and the ability to suspend or remediate noncompliant issuers quickly. It also requires a careful 
approach to cross-jurisdiction equivalence. If one state issues a digital credential that another 
state or a federal verifier cannot rely on, "universal" collapses into patchwork. 

A practical U.S. outcome often resembles hybrid federation. Some high-assurance credentials 
may be federally issued for specific domains. States continue issuing common identity 
credentials. Some attributes may be asserted by specialized authoritative sources. A trust fabric 
ties them together. The key design question is where the minimal necessary central services 
exist and where the system can operate without central visibility. The more the system requires 
a central decision point for routine verifications, the more it becomes both a failure magnet and 
a political lightning rod. 

2.4 Online and offline presentation: wallets, cards, and verifiers 

A universal digital ID must work in two worlds: online login and physical-world presentation. 

Online, the dominant user experience is authentication. A person uses a credential to log into a 
service. The service needs to know that the person is the same person as before, and perhaps 
needs a small number of attributes. A strong design aims to reduce phishing and credential 
replay. It also aims to reduce the creation of new correlators. If every login produces a stable 
identifier shared across services, the system becomes a cross-site tracking tool. A privacy-
preserving design allows services to receive a stable identifier within their own domain while 
preventing that identifier from being reused as a global tag across domains. 

Offline, the dominant user experience is presentation. A person presents proof to a verifier in 
person. This requires reader devices and protocols that handle authenticity checks, selective 
disclosure, and basic anti-cloning protections. Offline presentation also raises the question of 
whether verification "phones home." If every verification requires contacting a central service, 
offline verification becomes fragile and surveillance-prone. If offline verification can be done 
cryptographically without a central call, it becomes more resilient and privacy-protective, but 
requires careful design to handle revocation and freshness. 

Form factors matter for inclusion and resilience. Wallet apps are convenient but not universal. 
Physical cards remain important for people without compatible devices, for backup during 
outages, and for situations where a phone is dead, lost, or compromised. Reader infrastructure 
must also be realistic. A national system that assumes every small business, clinic, local agency, 
and employer can quickly deploy secure verifier hardware will face slow adoption and uneven 
security. 

Verifier behavior is a major risk amplifier. Even if credentials are strong, verifiers can store too 
much data, retain logs indefinitely, or integrate identity checks into broader analytics and 
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tracking. A universal system therefore must specify verifier obligations, retention limits, and 
audit mechanisms. Otherwise the ecosystem becomes a collection of private databases of 
verification events. This is the path by which "digital ID" quietly becomes "surveillance by logs" 
without anyone ever declaring that intention. 

2.5 What must be true for "everyone" to be included 

A universal system that excludes millions is not universal. Inclusion is not a slogan. It is a set of 
concrete requirements that shape the entire architecture. 

Multiple modalities must exist. A person must be able to hold and use an identity credential 
without owning a smartphone, without constant connectivity, and without advanced technical 
skill. This implies physical credentials or assisted wallet options, and it implies offline-capable 
verification for at least some essential use cases. 

Enrollment must not assume perfect documents. The system must handle missing, damaged, 
inconsistent, or name-mismatched records. It must include a remediation pathway that helps 
people obtain or correct documents rather than simply rejecting them. That remediation must 
be accessible, geographically distributed, and usable by people with disabilities, limited English, 
or limited transportation. 

Recovery must be humane and secure. People must be able to regain access after loss or 
compromise without months of bureaucratic limbo. At the same time, recovery cannot be a 
fraud superhighway. This requires tiered recovery methods, clear escalation paths, and 
protections against social engineering. It also requires a robust contested-identity process with 
due process and human review when needed. 

The system must support minors, guardianship, and life transitions. Children do not manage 
their own credentials in the same way adults do. Guardianship changes. People become 
incapacitated. People escape abusive situations and need privacy and control. A universal 
design must address these realities explicitly. 

Accessibility must be engineered. Interfaces must work for people with visual, motor, and 
cognitive impairments. Support must exist beyond apps: phone, in-person, and community-
based assistance. If the system cannot be used by those who need services most, it becomes an 
exclusion machine. 

Errors must be correctable. No large identity system will be error-free. The question is whether 
errors become permanent harm. A universal digital ID requires a transparent correction process, 
clear timelines, and an auditable record of changes. A person must be able to see why a 
decision was made, challenge it, and obtain remedy. 
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Finally, offline continuity must be real. Essential services must not become unreachable due to 
outages, network failures, or regional disasters. A national identity system must be designed 
with graceful degradation: alternate methods, temporary waivers, and local continuity plans. 
The country already knows how to operate with imperfect identity in emergencies. A digital ID 
system must not erase that flexibility. 

In short, "digital ID for every American" is not primarily a cryptographic project. It is a lifecycle 
project, a recovery project, an inclusion project, and a governance project. If those foundations 
are weak, the system will either be insecure, unjust, or both. If those foundations are strong, 
then the system has a chance to deliver convenience without turning failure into catastrophe. 

 

3. Threat Model and Attack Surfaces 

A national digital ID system will not be attacked in the abstract. It will be attacked through 
specific assets, by specific adversaries, using predictable pressure points. A proper threat model 
is therefore not a list of scary scenarios. It is a map: what is valuable, who wants it, where it can 
be reached, and how failures propagate. Without this map, “security” becomes a slogan and 
“privacy” becomes a promise. With it, engineering becomes possible. 

The distinctive challenge at national scale is that identity is not one asset. It is a bundle of assets 
distributed across issuers, enrollment partners, wallet vendors, verifiers, cloud infrastructure, 
and help desks. Attackers do not need to defeat the strongest part of the system. They find the 
softest part that yields the highest leverage. In digital identity, that leverage is often not raw 
data. It is trust. 

3.1 Assets: identity data, credential keys, proofing pathways, logs, tokens 

A national digital ID ecosystem has five asset classes that matter because they produce different 
harms when compromised. 

Identity data is the familiar target: names, dates of birth, addresses, SSNs, document numbers, 
photos, and sometimes biometrics or biometric templates. This data is valuable for fraud, 
phishing, extortion, and resale. Its defining property is persistence. If it leaks, the victim cannot 
recall it from criminal markets. If the data includes stable identifiers, it becomes a permanent 
anchor for impersonation and correlation. 

Credential keys are the crown jewels. These include the private keys used by issuers to sign 
credentials and the cryptographic material held by users to prove control. Issuer signing keys are 
uniquely dangerous because they enable large-scale forgery. User-held keys matter because 
they enable individual impersonation. Keys are not merely secrets; they are authority. If they 
leak, the system’s “truth machine” becomes the attacker’s. 
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Proofing pathways are often overlooked as assets, but they are operational gold. Proofing 
includes the processes, data sources, vendor services, and decision rules used to enroll a person 
and bind an identity to a credential. Attackers target proofing because it lets them get “real” 
credentials under false pretenses. Proofing pathways include remote document checks, in-
person enrollment desks, third-party identity verification vendors, and the human policies that 
determine what evidence is sufficient. If proofing is compromised, the system issues legitimacy 
to impostors. 

Logs are where convenience can quietly become surveillance. Logs include issuer logs, verifier 
logs, authentication logs, device telemetry, and customer support logs. They are valuable to 
attackers for identity correlation, stalking, blackmail, and targeted compromise. They are also 
valuable to legitimate institutions for security and analytics. This dual value is exactly why logs 
become an ethical fault line. The asset is not only the content but the linkability: whether 
events can be stitched into a longitudinal profile. 

Tokens are the short-lived “keys to the kingdom” that glue systems together. In practice, large 
systems use session tokens, API tokens, refresh tokens, device binding tokens, and federation 
assertions. These tokens are often easier to steal than cryptographic keys and can yield 
immediate access without needing to defeat the underlying identity proofing. Tokens are also 
the typical outcome of phishing and malware. If tokens are improperly scoped or overly long-
lived, they become reusable attack artifacts. 

These asset classes interact. Leaked identity data makes proofing abuse easier. Proofing abuse 
yields valid credentials. Valid credentials yield tokens. Tokens yield account takeover. Logs then 
document the attacker’s success in ways that can further harm victims if exposed. 

3.2 Adversaries: criminals, insiders, state actors, fraud rings, coercers 

A useful threat model names adversaries not to dramatize them but to anticipate their 
incentives and constraints. 

Criminals are the volume attackers. Their goal is profit. They prefer scalable methods: phishing 
kits, credential stuffing, malware campaigns, SIM swapping, and recovery abuse. They may not 
need perfect success; a low success rate is fine if the population is large. In a universal digital ID 
ecosystem, criminals exploit the recovery layer and the weakest verifiers, and they monetize 
stolen data or accounts quickly. 

Insiders are the precision attackers with privileged access. “Insider” includes not only malicious 
employees but contractors, enrollment staff, customer support agents, and anyone with access 
to back-office systems. Insiders can bypass controls that stop external attackers. They can also 
“launder” fraud by making it appear legitimate: approving questionable proofing, editing 
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records, or triggering recovery resets. Insider compromise is especially dangerous in enrollment 
and help-desk operations, where human discretion exists by design. 

State actors are the strategic attackers. Their goals may include intelligence collection, 
disruption, coercion, or destabilization. They are willing to invest in long-term access, supply-
chain compromise, and quiet persistence. A universal digital ID can be attractive because it links 
people to services, travel, employment, and communications. State actors may also target trust 
infrastructure and key management, because undermining national identity credibility has 
second-order political effects. 

Fraud rings specialize in synthetic identities and process exploitation. Their methods are 
operational, not exotic: they learn which documents pass, which offices are lax, which recovery 
flows can be gamed, which verifiers accept which assurance levels. They industrialize “edge 
cases” and turn bureaucracy into a production line. Fraud rings thrive in inconsistency, and they 
thrive when systems rely on “knowledge-based” checks or weak recovery. 

Coercers are an under-discussed adversary class: domestic abusers, traffickers, coercive 
employers, or criminals who compel victims to present credentials or surrender devices. A 
system can be cryptographically sound and still fail human safety if it assumes that the holder 
always controls the credential freely. Coercion pushes design toward features like presentation 
controls, minimized on-screen exposure, selective disclosure, and emergency recovery 
pathways that do not endanger victims. 

Each adversary pushes on different seams. Criminals prefer recovery and tokens. Insiders prefer 
proofing and record editing. State actors prefer logs, trust anchors, and long-term access. Fraud 
rings prefer procedural gaps. Coercers exploit human vulnerability. A national system must 
address all of them because “everyone” includes everyone who can be victimized. 

3.3 Attack surfaces by layer: issuer, proofing, wallet, verifier, network 

National digital ID is not one system. It is a layered stack. Each layer has characteristic attack 
surfaces and characteristic consequences. 

Issuer layer is the authority layer. It includes issuing agencies, their credential management 
systems, their signing keys, certificate chains, and the governance that accredits issuers. Attacks 
here include key theft, misuse of signing infrastructure, issuance of fraudulent credentials, and 
compromise of trust lists. Issuer compromise is high-impact because it can convert the system 
into a forgery engine. 

Proofing layer is the legitimacy layer. It includes document verification, biometrics (if used), 
knowledge checks (if any), cross-database checks, in-person enrollment, and the policies that 
adjudicate ambiguous cases. Attacks here include deepfake-assisted remote proofing, document 
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forgery, manipulation of evidence, bribery or coercion of enrollment staff, and compromise of 
third-party verification vendors. Proofing compromise is high-impact because it issues real 
credentials to wrong people and creates long-term contested identities. 

Wallet layer is the holder layer. It includes mobile wallet apps, secure enclaves or trusted 
execution environments, PINs, biometrics used for local unlock, backup and sync features, and 
device recovery. Attacks here include malware, OS-level compromise, phishing that steals 
session tokens, social engineering that triggers wallet re-binding, SIM swap attacks that 
intercept recovery, and theft of the physical device. Wallet compromise is common because 
endpoints are numerous and variable. 

Verifier layer is the relying party layer. It includes government agencies, banks, employers, 
healthcare systems, retailers, and any service that consumes digital ID proofs. Attacks here 
include compromise of verifier systems, malicious or negligent retention of data and logs, replay 
attacks if verifier implementations are weak, and misuse of identity assertions beyond their 
intended purpose. Verifier compromise can create privacy disasters and can also become a 
stepping stone to broader ecosystem compromise. 

Network and federation layer is the glue. It includes APIs, federation protocols, token services, 
certificate distribution, revocation checking, and sometimes central availability dependencies. 
Attacks here include man-in-the-middle attempts, token theft, DNS and routing attacks, denial-
of-service, and exploitation of protocol misconfigurations. At national scale, availability becomes 
security, because a system that is down is a system that denies access. 

The design imperative is to avoid a situation where compromise at a common layer yields 
universal harm. That means compartmentalization: multiple issuers, separation of duties, tiered 
assurance, limited token scope, and offline-capable verification where feasible. 

3.4 The difference between data theft and trust theft 

This distinction is the conceptual hinge of the entire paper. 

Data theft is the compromise of information. It harms privacy and enables fraud, but it does not 
necessarily break the system’s ability to tell true from false. A data breach is terrible because it 
is irreversible for the victim. But in many cases, systems can continue operating with 
remediation and monitoring. 

Trust theft is the compromise of authority. It is when attackers can produce artifacts the system 
will accept as genuine. Trust theft includes issuer signing key compromise, enrollment pipeline 
compromise that issues valid credentials to impostors, or compromise of federation assertions 
that verifiers treat as authoritative. Trust theft breaks the system’s notion of authenticity. 
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A system can sometimes survive data theft. A system cannot function under trust theft without 
emergency measures, because every verification becomes suspect. Trust theft forces blunt 
responses: revocations, key rotations, reissuance campaigns, and temporary fallback to 
alternative identification methods. It also creates institutional panic, because the system’s core 
claim—“this credential is authentic”—can no longer be trusted. 

The policy implication is direct: security investment should not be distributed evenly across 
components. The system should treat trust assets—issuer signing keys, proofing adjudication 
pathways, federation token signing infrastructure—as exceptional and protect them with 
exceptional measures: hardware security modules, strict access control, multi-person approval, 
continuous monitoring, and rapid rotation capabilities. 

3.5 The fragility of recovery: why account recovery becomes the soft underbelly 

In almost every consumer identity system, recovery is where attackers win. This is not because 
engineers are incompetent. It is because recovery is a human process embedded in real life. 

Recovery must be easy enough for legitimate users under stress: lost phone, changed number, 
new address, illness, disaster, travel, cognitive decline. The person seeking recovery often 
cannot provide the very authentication factor the system normally requires. That means 
recovery must use alternate evidence. 

Attackers love alternate evidence. They collect it through data breaches, social engineering, 
public records, and deepfakes. They exploit human empathy at help desks. They exploit 
inconsistent procedures across call centers and local offices. They exploit the fact that a stressed 
victim and a confident attacker can look similar in a scripted workflow. 

At national scale, recovery becomes even more fragile because it becomes high leverage. If a 
universal digital ID becomes the primary authentication method for banks, benefits, and health 
portals, then compromising recovery is equivalent to compromising a root key for many 
domains. Attackers will therefore industrialize recovery. They will learn which recovery channel 
is weakest, which staff are most persuadable, which vendors are most permissive, which time 
windows and escalation paths exist, and how to trigger account locking as a form of 
harassment. 

This is why “make recovery simple” is not a neutral usability goal. It is a risk decision. A national 
system must explicitly tier recovery by risk and by use case. It must provide slower, higher-
assurance recovery for high-impact domains. It must offer in-person recovery and document-
based remediation for contested cases. It must log and audit recovery operations as security 
events, not customer service events. It must support protective measures for people under 
coercion or abuse. And it must provide due process: a way to appeal decisions and to restore 
identity when the system itself has made a mistake. 
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The deepest irony is that the more “universal” the ID becomes, the less recovery can behave like 
consumer password reset. Password reset is annoying but localized. Digital ID recovery is a civic 
function. It requires resilience, fairness, and the capacity to say “no” to the attacker without 
saying “no” to the citizen. 

This section sets the stage for the breach classes that follow. Once the system’s assets, 
adversaries, and attack surfaces are explicit, we can describe each compromise mode precisely 
and derive design constraints that reduce blast radius rather than merely shifting it. 

 

4. Breach Class I: Central Data Store Compromise 

A central data store compromise is the breach class the public most readily understands: 
attackers steal personal data. At national digital ID scale, this event is not a mere “privacy 
incident.” It is a durable harm generator. The core reason is simple: unlike a credit card number, 
most identity data cannot be rotated. Once it is out, it becomes an enduring weapon for fraud, 
coercion, and social engineering. 

Centralization can be literal (a national database) or functional (a tightly coupled set of systems 
that collectively behave like a single store). The breach can be a direct intrusion, an insider 
exfiltration, a compromised contractor, a cloud misconfiguration, a vulnerable dependency, or a 
supply-chain compromise. The mechanism matters for response, but the outcome is similar: 
large quantities of identity data become available to adversaries and circulate beyond 
containment. 

The defining feature of this breach class is irreversibility. You can change passwords. You can 
reissue cards. You cannot easily change a birth date, a face, a history of addresses, or the name 
of your mother on a birth record. A national system must therefore treat central data 
compromise as a predictable event and engineer to reduce what can be stolen, how useful it is, 
and how linkable it is across services. 

4.1 What leaks in practice: attributes, document numbers, biometrics, links 

In practice, “identity data” is not one field. It is a structured profile and its supporting artifacts. 

Core attributes typically include full name, date of birth, place of birth, current and prior 
addresses, phone numbers, email addresses, and sometimes SSN or partial SSN. Even without 
SSN, the combination of name, DOB, address history, and phone is enough to defeat many real-
world verification workflows. It is also enough to make phishing messages look official. 

Document numbers include driver’s license numbers, passport numbers, state ID numbers, 
immigration document numbers, and sometimes issuing authority metadata. Document 
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numbers matter because many institutions still use them as quasi-secrets or require them to 
unlock services. Document numbers also enable “document-based recovery,” where possession 
of a number is treated as evidence of identity. 

Biometrics, if stored centrally, are uniquely dangerous. That includes facial images, fingerprints, 
iris templates, voiceprints, or derived templates used for matching. The critical nuance is that 
many systems do not store raw biometrics but store templates or embeddings. That does not 
guarantee safety. Even template leakage can enable impersonation in some contexts and, more 
importantly, creates an irreversible linkage between a person and a set of matching systems. 
Biometrics are not like passwords. They are not designed to be rotated. 

Links are the silent amplifier. Links can include relational pointers: spouse/guardian 
relationships, dependent links, employer or licensing associations, benefit eligibility markers, 
and cross-agency identifiers. Links also include internal IDs used to join tables across systems. 
These link fields are often more valuable than the obvious attributes because they allow an 
adversary to reconstruct a richer social and economic graph: who depends on whom, who lives 
with whom, what services a person uses, and what institutions consider them eligible. 

Finally, audit and support artifacts often leak: scanned documents, selfies used in proofing, call 
recordings, chat transcripts, and internal adjudication notes. These artifacts are high-risk 
because they can include unique personal details, signatures, and exactly the kinds of 
“knowledge” and evidence that help desks later treat as proof of identity. 

This is why central data compromise is not just “someone got my name and DOB.” It can be a 
full identity reconstruction kit, including the very evidence needed to persuade the system to 
hand identity control to the attacker. 

4.2 Consequences: mass identity theft, targeted scams, stalking risk 

The immediate consequences of a central data breach are well-known, but national digital ID 
makes them more intense because it standardizes identity and increases reliance on it. 

Mass identity theft becomes easier because attackers can automate onboarding and recovery 
attacks across many institutions. If millions of people are breached and the dataset is 
structured, attackers can batch attacks by geography, issuer, age group, or likely eligibility for 
specific benefits. They can also test identity data against common security questions and reuse 
it for account recovery in systems that still rely on weak “knowledge-based” verification. 

Targeted scams become more convincing and more dangerous. With enough personal detail, a 
phishing email or phone call can appear indistinguishable from a legitimate government or 
financial institution interaction. Attackers can reference correct addresses, correct family 
members, correct recent interactions (if logs or metadata leak), and can exploit urgency. The 
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scam succeeds not because the victim is naive, but because the attacker can speak with the 
authority of real data. 

Stalking and personal safety risks increase sharply when address history, contact info, and 
relational links leak. For victims of domestic abuse, witnesses under protection, or individuals 
who have intentionally minimized public exposure, a centralized breach can undo years of 
protective behavior overnight. The harm here is not financial. It is physical and psychological. 

A national digital ID can also create a unique scam vector: “digital ID reset” or “credential re-
binding” fraud. Attackers can impersonate support staff and trick people into handing over 
recovery codes, approving a device binding, or presenting identity proofs through malicious 
apps. Once central data exists and is known to have been leaked, the attacker’s script becomes 
powerful: “We’re calling because your digital ID record was affected. To secure it, follow these 
steps.” 

The uncomfortable reality is that a breach does not just leak data. It changes the social 
environment. It increases suspicion, increases scam volume, and forces individuals to become 
their own security officers, often without the training or time to do so. 

4.3 The long tail: harms that persist for years 

Central identity data compromise has a long tail because identity is sticky and institutions lag in 
remediation. 

First, many institutions continue to use compromised attributes as verification evidence long 
after a breach. That includes partial SSN, address history, or document numbers. The breach 
therefore keeps paying dividends to attackers. Even if a major agency improves controls, smaller 
institutions may not. 

Second, the harmed person pays ongoing time and attention costs. They may have to freeze 
credit, monitor accounts, dispute fraudulent claims, reset credentials repeatedly, and defend 
against repeated social engineering attempts. This burden is uneven. People with fewer 
resources and less flexibility suffer more. 

Third, the breach can distort identity adjudication for the victim. Once an attacker uses leaked 
data to create accounts or file claims, the victim may face “contested identity.” Institutions 
might treat the attacker’s activity as legitimate history. Undoing this is not a single call. It can 
become a multi-year fight across agencies and private companies. 

Fourth, if biometrics are involved, the long tail is potentially lifelong. Even if no one can 
immediately exploit a biometric template, it can be used for correlation, future matching 
vulnerabilities, or coercive identification. The victim cannot rotate their face. 
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Fifth, the breach creates a persistent market for “identity packages.” Attackers do not need to 
act immediately. They can store and resell data over time, targeting victims when they are likely 
to be vulnerable: during disasters, benefit enrollment seasons, tax filing time, or periods of 
political or economic stress. 

The key point is that the harm persists even if the system “fixes the breach.” The victim cannot 
unlearn that their identity data is now a commodity. 

4.4 Secondary markets and compounding attacks 

Identity data does not sit still. It enters a secondary economy and becomes more dangerous as 
it combines with other datasets. 

The first compounding pattern is breach-to-breach aggregation. One breach yields core identity 
attributes. Another yields email and passwords. Another yields medical or employment 
information. Combined, these produce near-complete identity dossiers. This is how attackers 
shift from opportunistic fraud to high-confidence impersonation. 

The second compounding pattern is data-to-model exploitation. Large structured datasets can 
be used to train scam operations: more convincing scripts, better targeting, better 
personalization, and better identification of who is likely to respond. Even simple automation 
can dramatically increase attack volume. 

The third compounding pattern is institutional exploitation. Attackers use breached data to 
manipulate “soft” processes: help desks, customer service, local offices, and exceptions 
handling. The more personal detail they possess, the more they can bypass suspicion. This is 
why help-desk operations often become the highest-yield target after a breach. 

The fourth compounding pattern is correlation and surveillance. If relational links and internal 
identifiers leak, third parties can build linkage maps. Even if the government never intended 
such mapping, the data itself enables it. Once built, it can be used for stalking, discrimination, 
political targeting, or blackmail. 

The final compounding pattern is extortion. If the breach includes sensitive markers—benefit 
usage, medical associations, immigration details, contested legal status, or adjudication notes—
attackers can threaten disclosure. This kind of coercion is rare in ordinary consumer breaches 
but becomes more plausible if a national identity dataset includes sensitive eligibility or 
adjudication information. 

What makes compounding attacks so hard is that the harm is not bounded by the original 
system. The breach escapes into an ecosystem where the original institution has no control. 
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4.5 What “data minimization” means operationally, not rhetorically 

Data minimization is often stated as a principle: collect less, store less, share less. At national 
scale, that slogan must be converted into concrete operational rules. 

Minimize central storage. The system should avoid building a single “profile database” that 
contains everything about everyone. Instead, it should store only what is necessary to operate 
the credential lifecycle. Additional attributes should remain with authoritative sources and be 
disclosed only when needed, ideally as signed assertions rather than as replicated records. 

Minimize sensitive attributes. If a data element is not strictly required for core identity 
operations, it should not exist in the central store. That includes many forms of eligibility 
metadata and relational information. If eligibility needs to be checked, the system can do it at 
verification time through narrow, purpose-specific assertions rather than by storing eligibility 
flags centrally. 

Minimize document retention. Many systems keep scanned documents, selfies, and proofing 
artifacts “just in case.” At national scale, this becomes a catastrophic treasure chest. A safer 
model stores proofing outcomes and minimal audit metadata, not the full artifact set, except 
where required by law and then under strict retention limits and encryption. 

Minimize linkability. Operationally, this means designing identifiers so that a verifier cannot 
learn a global stable identifier that works across services. It means using domain-specific 
identifiers and presentation proofs that avoid building a universal tracking token. It also means 
limiting and auditing verifier retention so that event logs cannot become a shadow national 
dossier. 

Minimize privileged access. Data minimization is not only about fields. It is about who can query 
them. National systems must assume insider risk and restrict access by role, by purpose, and by 
time. High-sensitivity queries should require step-up authorization and should be audited as 
security events. 

Minimize convenience where it creates irreversible harm. This is the hardest operational 
translation. Some “helpful” features—such as making profile data widely available to speed 
verifications—create permanent exposure risk. A national system should prefer designs where 
authenticity can be checked without copying data, and where a person can prove a claim 
without revealing their entire profile. 

Finally, minimization must be measurable. A serious program defines: 
what fields are stored centrally, why each is needed, who can access each field, how long it is 
retained, how it is encrypted, how it is audited, and how it is deleted. If those answers are 
vague, minimization is rhetorical. 
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Central data store compromise is the breach class that punishes wishful thinking. The less you 
store, the less can be stolen. The less you replicate, the less can be correlated. The less you 
retain, the shorter the damage window. At national scale, minimization is not a privacy luxury. It 
is blast-radius engineering. 

 

5. Breach Class II: Issuer Signing-Key Theft and Forged Credentials 

If a central data breach is the public’s default fear, issuer signing-key theft should be the 
engineer’s default nightmare. A data breach steals information. A signing-key breach steals 
authority. Once an attacker can sign credentials that verifiers accept as genuine, the system’s 
core promise collapses: that a presented credential is authentic and was issued to the right 
person through legitimate process. 

This breach class is different not only in severity but in response shape. Data compromise is 
often handled with notifications, monitoring, and incremental fixes. Trust compromise forces 
emergency action. In a national identity ecosystem, issuer keys sit at the root of trust for both 
online and offline verification. If those keys are stolen, the attacker can mint credentials that 
look indistinguishable from real ones, potentially at scale. The incident becomes a national 
emergency not because the system is down, but because the system can no longer tell truth 
from forgery. 

5.1 Why key theft is a national emergency 

Issuer signing keys are the cryptographic equivalent of a mint’s die or a passport office’s blank 
stock and stamp, except far more scalable. A compromised key can produce an unbounded 
number of “perfect” fakes. Unlike traditional counterfeiting, which requires physical production 
and distribution, digital forgery can be industrialized in software and distributed instantly. 

The emergency has several dimensions. 

Authenticity collapses. Verifiers rely on a credential’s signature to decide whether to accept it. If 
the attacker can produce valid signatures, authenticity is no longer evidence of legitimacy. Every 
verifier is forced into uncertainty: “This looks valid, but it might be attacker-minted.” 

Detection becomes difficult. A well-forged credential can pass every normal check. Detection 
often depends on secondary signals: unusual usage patterns, cross-checks with back-end 
systems, or inconsistencies in presented attributes. But those signals are not universal, and 
many verifiers cannot perform them, especially in offline contexts. 

Impact is systemic by design. Digital ID ecosystems are built to be interoperable. Interoperability 
is achieved by sharing trust anchors (public keys and certificate chains). That same trust 
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distribution means a single compromised issuer key can affect many relying parties 
simultaneously. 

The response burden is public-scale. Once a key compromise is confirmed, the system must 
rotate keys, revoke certificates, reissue credentials, update verifiers’ trust stores, and handle a 
flood of support and contested identity issues. This becomes a national logistics event. It is not 
just a security patch. 

Finally, the incident is politically corrosive. A digital ID system depends on public confidence. If 
citizens and institutions believe that forged credentials circulate undetected, adoption slows, 
workarounds proliferate, and trust becomes fragile even after technical remediation. 

Key theft is therefore not an IT incident. It is a legitimacy incident. 

5.2 How forged credentials pass verification 

To see why this is so dangerous, it helps to understand what verifiers actually do. 

In most modern credential systems, a verifier checks three main things: 
the credential format is correct, 
the signature is valid under a trusted issuer’s public key, 
and the credential is within validity constraints (not expired, not obviously revoked, and 
consistent with policy). 

If an attacker has the issuer’s private signing key (or can coerce the signing system to sign 
attacker-chosen credentials), they can produce credentials that satisfy the signature check. 
From the verifier’s perspective, the credential is authentic. That is the entire point of signatures. 

Forged credentials can pass even sophisticated verification if the attacker can also mimic other 
expected properties: 
correct issuer identifiers, 
correct certificate chains, 
valid metadata, 
correct attribute structure, 
and plausible values. 

In offline verification settings, the verifier may have limited context. They may not query a back-
end system to confirm that the credential corresponds to a record in a database. They may rely 
almost entirely on cryptographic authenticity. That is exactly where attacker-minted credentials 
are most powerful. 
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Even in online settings, many relying parties treat cryptographic validity as sufficient because it 
is supposed to be the gold standard. The entire ecosystem’s efficiency depends on “verify 
locally, trust the signature.” Key theft turns this strength into a vulnerability. 

There is also a subtle pathway that is functionally equivalent to key theft: compromise of the 
signing service or certificate issuance pipeline. Even if the private key is stored in a hardware 
module, attackers may be able to trick the system into signing credentials or forging 
intermediate certificates. For verifiers, the result can look the same: credentials that validate 
correctly. 

So the phrase “stolen key” is sometimes shorthand for a broader class of trust-anchor 
compromise: anything that allows attackers to produce validly signed, verifier-accepted 
credentials. 

5.3 Consequences: universal impersonation and systemic fraud 

The direct consequence is obvious: impersonation. But the scope depends on what kind of 
credential is forged and what it is accepted for. 

Universal impersonation becomes possible in contexts where the credential is treated as a 
primary identity proof. If banks accept the credential for account opening, attackers can open 
accounts under stolen or synthetic identities. If benefits portals accept it as a strong login, 
attackers can seize accounts or file fraudulent claims. If employers accept it for onboarding, 
attackers can inject fraudulent employment records. If travel or access control systems accept it, 
attackers can pass checkpoints under a false identity. 

Systemic fraud becomes especially severe because attackers can scale. They can generate 
thousands or millions of forged credentials, each with unique attributes, and use them to create 
a synthetic population. This can be used for benefits fraud, tax fraud, financial fraud, and even 
influence operations if identity is used to gate participation in systems like verified social 
accounts or online voting in private contexts. 

Secondary consequences follow: 

Trust inversion. Institutions begin to distrust the credential, demanding additional proofs. The 
credential’s convenience benefit collapses, and the system becomes heavier than the status 
quo. 

Fraud pressure shifts to weakest verifiers. Attackers will focus on verifiers with minimal 
additional checks. This concentrates fraud on smaller institutions, local agencies, and under-
resourced businesses. 
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Victims face contested identity. If forged credentials are issued in their name, victims must 
prove they are themselves to unwind fraudulent histories. If forged credentials are used to 
create parallel “identities,” it can pollute records across systems. 

Economic and social disruption increases. If the public sees that the national ID can be forged at 
scale, confidence in digital transactions erodes. Institutions may revert to manual checks, 
increasing friction and cost. 

The broader consequence is that the system’s legitimacy becomes questionable. A national 
identity system must produce “boring reliability.” Key theft produces “spectacular doubt.” 

5.4 The remediation spiral: revocation, reissuance, and service disruption 

Key compromise forces rapid remediation, and remediation itself can cause harm. 

First comes containment. The compromised key must be considered untrusted. That often 
means revoking the certificate associated with that key and distributing revocation information 
to verifiers. In a widely distributed ecosystem, this is not trivial. Some verifiers are offline or 
update infrequently. Some have brittle implementations. Some are private organizations with 
their own change processes. 

Then comes rotation. A new key pair is generated, certified, and installed. That is the easy part 
technically. The hard part is updating every verifier’s trust store and ensuring they accept the 
new key and reject the old one. 

Then comes reissuance. Credentials signed under the old key may need to be reissued, 
depending on the risk and the design. If the system cannot reliably distinguish legitimate 
credentials from forged ones, the safest assumption is that any credential signed under the 
compromised key might be suspect. That implies mass reissuance. Mass reissuance is an 
operational crisis: millions of people, appointments, identity proofing, device bindings, and 
support calls. 

Service disruption follows in several ways: 

False rejections. Legitimate people are rejected because verifiers updated to distrust the old key 
but the person’s credential has not yet been reissued. 

False acceptances. Some verifiers fail to update and continue to accept old, compromised 
signatures. 

Fragmentation. Different verifiers operate under different trust states, creating confusion and 
uneven access. 
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User burden. People must update wallets, replace cards, re-bind devices, and learn new 
procedures. Some cannot. Some will delay. Some will be locked out. 

Fraud opportunism increases during transition. Attackers exploit confusion: fake “update your 
digital ID” messages, malicious wallet apps, fake enrollment portals, and social engineering 
campaigns designed to steal credentials or recovery codes. The remediation period becomes a 
golden window for scams. 

The spiral is therefore not merely technical. It is logistical and social. The system must be 
designed with a “mass reissue drill” capability: rapid key rollover, clear communication, durable 
fallbacks, and support capacity that does not collapse. 

If the system cannot recover from key compromise without severe prolonged disruption, it is 
not ready to be a universal identity infrastructure. 

5.5 Key management realities: rotation, hardware protection, separation of duties 

The best time to plan for key compromise is before it happens. A national ID ecosystem must 
treat key management as its highest-grade operational discipline. 

Rotation must be routine, not exceptional. Keys should be rotated on a schedule even without 
known compromise. Routine rotation reduces the effective lifetime of any undetected 
compromise and ensures the ecosystem is practiced in updating trust stores. If rotation is rare, 
the first emergency rotation will be chaotic. 

Hardware protection must be real. Issuer signing keys should not live on general-purpose 
servers. They should be generated and stored in hardware security modules or equivalent 
protected environments, with strict controls over signing operations. But hardware alone is not 
enough. The signing service can still be abused if access controls are weak or if signing requests 
are not properly validated. 

Separation of duties is essential. No single person should be able to generate keys, install them, 
and authorize signing in production without oversight. Critical actions should require multi-
person approval and should be audited. This is not bureaucratic fussiness. It is how you prevent 
both malicious insiders and accidental catastrophic errors. 

Strong operational auditing is non-negotiable. Signing operations should be logged as high-
sensitivity events. Anomalies should be detectable: unusual signing volume, unusual attribute 
patterns, unusual issuance times, unusual issuing locations, or unusual signing service behavior. 
The system should treat “signing anomalies” the way financial systems treat unusual transaction 
patterns. 
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Compartmentalization reduces blast radius. In a federated model, it may be possible to limit the 
scope of any single issuer key. That means that compromise of one issuer does not compromise 
the entire ecosystem. This must be balanced against interoperability, but the principle stands: 
avoid a single trust anchor whose compromise poisons the entire country. 

Verifier update mechanisms must be robust. Trust stores must update reliably. Offline verifiers 
must have a strategy for update distribution. Update cadence must be frequent enough to 
handle emergencies. The ecosystem should be able to push emergency trust updates quickly 
and have confidence that they will take effect. 

Finally, key compromise playbooks must be written and rehearsed. A national system should run 
drills: simulated key compromise, simulated revocation, simulated mass reissuance, simulated 
large-scale verifier update. If the system has never rehearsed key compromise, the first real 
incident will be a national experiment conducted on citizens. 

The moral of this breach class is blunt. Digital ID trust rests on cryptographic authority. If 
authority is stolen, the system’s reality fractures. The only safe posture is to treat keys as 
sovereign infrastructure, engineer for rapid recovery, and design the ecosystem so that even 
when one trust anchor fails, the blast radius is survivable. 

 

6. Breach Class III: Proofing and Enrollment Pipeline Compromise 

If issuer key theft is “trust stolen at the top,” proofing and enrollment compromise is “trust 
stolen at the door.” The system may be cryptographically perfect and still fail catastrophically if it 
cannot reliably decide who should be allowed to receive credentials in the first place. Proofing is 
where a human being is transformed into a recognized subject of the system: a person becomes 
an identity record, becomes a credential, becomes access. 

Attackers love this breach class because it produces the best fraud artifact possible: a 
legitimately issued credential. With a real credential, an attacker no longer needs to trick 
verifiers or defeat cryptography. The system itself becomes the issuer of the fraud. That is why 
proofing compromise is often more dangerous than data compromise: it changes the system’s 
ground truth. 

Proofing compromise is also where security, inclusion, and civil liberties collide. If proofing is too 
loose, fraud explodes. If proofing is too strict, millions are excluded. If proofing is too biometric-
heavy, privacy risks and contested identity claims grow. The proofing pipeline is therefore not 
merely technical. It is a social contract expressed as procedures. 
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6.1 “Issuing real IDs to fake people”: the synthetic identity factory 

A synthetic identity is not necessarily a stolen identity. It is a manufactured person: a fabricated 
individual constructed from plausible attributes, often combined with some real elements from 
breached data, so that institutions treat the identity as legitimate. 

In a universal digital ID system, synthetic identity factories become more potent because the 
reward for getting through proofing is higher. A successful synthetic identity can obtain a high-
assurance credential that opens many doors: banking, credit, employment, benefits, and access-
controlled services. The system becomes a credential printer for the attacker. 

Synthetic identity factories typically follow a progression. 

Start with a plausible identity narrative. Attackers choose a name, date of birth, and location 
that match patterns in real populations. They often tune the narrative to avoid triggering 
unusual checks (for example, avoiding implausible ages or inconsistent address histories). 

Build a support structure. The synthetic identity is backed with supporting artifacts: phone 
numbers, email accounts, rental addresses, sometimes utility accounts, and sometimes 
manufactured employment histories. In the pre-digital-ID world, this was a slow craft. At digital 
scale, it can be automated. 

Exploit weak uniqueness checks. If the system does not strongly prevent duplicate enrollments 
or cannot reliably detect when the same person is attempting multiple identities, attackers can 
multiply credentials. They may also exploit the fact that uniqueness is hard across jurisdictions 
and agencies without strong cross-checking. 

Exploit exception handling. Proofing pipelines always include exception paths for “edge cases.” 
Those paths are needed for inclusion. They are also the attacker’s entry point. A factory learns 
which exceptions are easiest to trigger and which offices or vendors approve them more readily. 

Industrialize the pipeline. Once the factory learns the pass conditions, it scales: hundreds, 
thousands, or millions of enrollment attempts until enough succeed. Even a low success rate is 
profitable if the credential is powerful. 

The moral hazard is that proofing systems are often evaluated by throughput and user 
satisfaction. Those incentives can quietly favor permissiveness. A national system must instead 
evaluate proofing by adversarial success rates, not just by user conversion metrics. 

6.2 Capture at the moment of issuance: silent identity takeover 

The most chilling proofing failure is not “fake people.” It is “real people captured.” This is silent 
identity takeover at issuance: the attacker manages to bind a credential to the victim’s identity 
record, or to create a parallel credential that institutions treat as the victim. 
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There are several ways this can happen. 

Preemptive enrollment. The attacker enrolls first, using the victim’s attributes, before the victim 
ever requests a credential. When the victim later attempts enrollment, the system may say, “You 
already exist.” The victim is then forced into contested identity resolution. 

Credential redirection. The attacker manipulates delivery or device binding so that the 
credential is issued to the attacker’s device or address. The victim may not notice until services 
fail or accounts are opened in their name. 

Recovery hijack at issuance. Some systems treat issuance and recovery as linked processes. If an 
attacker can trigger a “recover and re-bind” flow during or immediately after issuance, the new 
credential can be diverted. 

Identity record poisoning. Attackers may not need to fully take over. They can insert changes—
address, phone, email—into the identity record so that future recovery and notifications go to 
the attacker. This sets up later account takeovers across relying parties. 

This is “silent” because the victim often receives no clear signal that issuance was hijacked. Even 
worse, the system will treat the attacker’s credential as legitimately issued, which contaminates 
downstream adjudication. Institutions may trust the credential and reject the victim’s later 
attempts to prove themselves. 

At national scale, the response cannot be “call customer service.” Silent takeover requires a 
robust contested identity mechanism, clear audit trails of issuance and binding, and a high-
assurance way for victims to reclaim control without becoming trapped in a bureaucratic maze. 

6.3 Remote proofing risks: deepfakes, document forgery, and loopholes 

Remote proofing is attractive because it scales and reduces friction. It is also an adversarial 
environment. Attackers can automate attempts, refine tactics rapidly, and operate from 
anywhere. 

Deepfakes and liveness bypass are now an obvious risk. If the system uses selfie video, face 
matching, or voice matching, attackers may attempt to spoof the biometric check with synthetic 
media or replay attacks. Even when liveness detection exists, adversaries adapt. The real danger 
is not that every deepfake succeeds; it is that attackers can run thousands of attempts and learn 
which prompts and devices defeat the checks. 

Document forgery is the older, still powerful method. Remote proofing often relies on scanning 
identity documents and validating their features. Attackers can use high-quality counterfeit 
documents, altered genuine documents, or “document farms” where stolen or purchased real 
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documents are used for enrollment. The system may detect some forgeries but not all, and the 
attacker only needs occasional success. 

Loopholes arise from the complexity of proofing rules. Proofing pipelines often include multiple 
acceptable document combinations. They may include fallback paths for people without certain 
documents. Each additional allowed pathway is also an additional attack pathway. Attackers 
probe these rules like a lock: they find the combination that is easiest to satisfy with stolen or 
synthetic evidence. 

Vendor and API compromise is another remote risk. Remote proofing often depends on third-
party identity verification services. If those services are compromised, misconfigured, or 
abused, the attacker can bypass proofing without directly attacking the government issuer. Even 
absent compromise, vendor models can drift: thresholds can be tuned to reduce false rejects 
and improve conversion, which may inadvertently increase false accepts. 

Automation is the final amplifier. Remote proofing systems are often exposed to bot-scale 
attacks: scripted enrollment attempts, distributed IPs, device farms, and adversarial testing. 
Rate limits, anomaly detection, and abuse prevention become essential, but they must be 
engineered carefully to avoid excluding legitimate users who share network environments (for 
example, people in shelters, communal housing, or rural areas with shared connectivity 
patterns). 

Remote proofing is not impossible, but it must be treated as adversarial by default. If it is 
treated as a user-experience funnel optimized for completion, it will be farmed. 

6.4 In-person proofing risks: insider collusion and process drift 

In-person proofing sounds safer because there is a human clerk and physical documents. It is 
safer in some ways. It is also vulnerable in ways that remote systems are not. 

Insider collusion is the most direct risk. Enrollment clerks can be bribed, coerced, or recruited. A 
single compromised clerk can approve a stream of fraudulent enrollments. The fraud can be 
subtle: small deviations from policy, acceptance of questionable documents, or “helpful” 
overrides. Because a human is involved, the system may treat the enrollment as higher 
assurance, making the fraud more valuable. 

Process drift is the quieter risk. Policies are written centrally, but offices vary in training, staffing 
pressure, and local culture. Under high demand, clerks may become permissive to keep lines 
moving. Under ambiguous documents, clerks may choose expedience. Over time, the practical 
policy becomes the local norm, not the official rule. Attackers exploit this by targeting offices 
known to be lenient or overwhelmed. 
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Document expertise is uneven. Not every clerk can reliably detect sophisticated forgeries. Fraud 
rings will test offices and personnel, learning where detection is weakest. In some cases, 
attackers may use genuine documents obtained illicitly, making visual inspection insufficient. 

Human factors also include bias and inconsistent treatment. In-person proofing can be harsher 
on marginalized populations if clerks interpret ambiguous cases skeptically. That creates both 
justice problems and security problems: it pushes legitimate people into exception paths and 
pushes attackers into offices where they are treated more favorably. 

Finally, in-person systems can be compromised through back-office access. Clerks often have 
systems that can edit records, trigger reprints, or perform updates. Those capabilities can be 
abused to redirect credentials, alter contact points, or facilitate later recovery hijacks. 

In-person proofing is therefore not automatically the “secure” alternative. It is a different attack 
surface with different controls: anti-collusion design, strong auditing, rotation of duties, 
anomaly detection in issuance patterns, and regular retraining and testing. 

6.5 The hardest problem: fixing proofing without excluding the vulnerable 

This is the hardest problem because the security solution and the inclusion solution can appear 
to pull in opposite directions. 

If you raise proofing thresholds to block fraud, you increase false rejects. False rejects are not 
just inconveniences at national scale. They can be denial of services: benefits, healthcare, 
employment, housing, travel. The burden falls hardest on those already at the margin: the 
elderly, the poor, rural residents, people without stable addresses, immigrants, people with 
name mismatches or inconsistent records, and people who have lost documents. 

If you lower thresholds to include everyone, you increase false accepts. False accepts are not 
merely “some fraud.” They can be systemic exploitation: synthetic identity factories, benefit 
fraud, and credential laundering that undermines confidence in the entire system. 

So the solution is not simply “make proofing stronger.” The solution is to redesign proofing as a 
tiered, multi-channel, due-process-aware system. 

Tiered enrollment. Not every use case needs the same assurance. A system can issue limited-
scope credentials with lower proofing for low-risk services while reserving high-assurance 
credentials for high-impact domains. This reduces the incentive for attackers to exploit the 
easiest path, because the easiest path yields less value. 

Multiple proofing channels. Remote proofing should exist, but it must be complemented by in-
person pathways and assisted pathways. People must have a route that does not require 
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smartphones, stable connectivity, or perfect documents. Assisted pathways can include 
enrollment centers, community partners, and carefully governed human review. 

Evidence remediation. Instead of treating missing documents as a hard stop, the system should 
help people obtain replacements and correct records. This requires integration with vital 
records, state systems, and document issuance processes. It is slow and expensive. It is also 
essential if “everyone” is the goal. 

Exception handling with accountability. Exceptions must exist, but they cannot be arbitrary. 
Exception decisions should be auditable, reviewed, and monitored for anomaly patterns. Fraud 
rings thrive on exception opacity. Transparency and auditing reduce that. 

Contested identity as a designed process. The system must expect contested identities and must 
provide a fair way to resolve them. That includes clear timelines, escalation paths, and human 
adjudication with appeal rights. If the only remedy is “file a report and wait,” the system will 
injure victims of proofing compromise more than the attackers. 

Finally, proofing must be measured adversarially. The system must routinely test itself as 
attackers do: red-team proofing, synthetic identity attempts, deepfake trials, office-to-office 
variance measurements, and vendor audits. The goal is not to eliminate fraud. The goal is to 
keep fraud below a threshold that is economically unattractive while keeping false rejection 
below a threshold that is socially unacceptable. 

Proofing and enrollment is the front door. If the door is too open, the system becomes a fraud 
factory. If the door is too narrow, the system becomes an exclusion engine. National digital ID 
requires a third posture: a door that is wide for the honest, hard for the attacker, and humane 
for the vulnerable. That is not a slogan. It is the central engineering challenge. 

 

7. Breach Class IV: Wallet and Device Compromise 

Wallet and device compromise is where the national dream meets the everyday mess. Even if 
issuers protect their keys perfectly and proofing is robust, the system ultimately lives in people’s 
pockets and on consumer devices. That means the attack surface is not a hardened data center. 
It is a changing ecosystem of phones, operating systems, apps, browsers, carriers, SIM cards, Wi-
Fi networks, and human habits. 

This breach class is not about breaking national cryptography. It is about exploiting the reality 
that many compromises happen at the edge: phishing that steals a session, malware that 
captures a token, a SIM swap that hijacks recovery, a coerced unlock, or a stolen phone where 
the lock screen is weak. At national scale, the significance is that wallet compromise can 
become a mass phenomenon. If a popular device model has a vulnerability, if a widely used 
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wallet app has a bug, or if a common recovery channel can be abused, the blast radius can 
become enormous. 

Wallet compromise therefore needs two simultaneous design philosophies: “assume endpoints 
fail” and “make endpoint failure survivable.” 

7.1 Malware, phishing, SIM swaps, and credential export 

This section names the workhorse attack vectors that recur in every mature identity ecosystem. 

Malware is the broad category. It includes banking trojans, remote access tools, malicious 
browser extensions, and spyware. In the wallet context, malware aims to capture what it can: 
unlock PINs, biometrics via coercion or overlay tricks, screenshots, clipboard contents, session 
cookies, recovery codes, or the ability to approve prompts. Malware does not need to extract 
the credential’s private key to be devastating. Often it only needs the ability to act as the user 
long enough to bind a credential to a new device, authorize a login, or harvest tokens. 

Phishing is the most common “non-technical” compromise with highly technical outcomes. If a 
user is tricked into visiting a fake portal, approving a fake device binding, or entering a one-time 
code, attackers can hijack sessions. Modern phishing often focuses on token theft rather than 
password theft: the attacker harvests a session token and becomes “logged in” without ever 
knowing the password. In a digital ID ecosystem, the equivalent is hijacking the act of 
authentication or device enrollment rather than stealing static secrets. 

SIM swaps are a specialized but high-leverage attack. The attacker convinces or bribes a carrier 
to transfer the victim’s phone number to an attacker-controlled SIM or eSIM. Once the number 
is hijacked, any system that uses SMS for recovery codes or account verification becomes 
vulnerable. SIM swapping is less about the wallet itself and more about the recovery perimeter. 
If the phone number is treated as a stable identity anchor, the attacker has a shortcut to identity 
takeover. 

Credential export is the attempt to extract credential material from the wallet or from backups. 
In an ideal design, high-value private keys are non-exportable and live inside secure hardware. 
But “ideal” is not universal. Some systems store secrets in less protected forms, some allow 
backup and sync features that increase convenience while increasing exposure, and some 
enable export for migration that can be abused. Even if private keys are protected, other 
artifacts may be exportable: QR codes, barcodes, presentation tokens, or cached assertions. 
Attackers will use whatever is easiest. 
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The practical conclusion is that wallet compromise is rarely one dramatic hack. It is usually one 
of these patterns: 
steal a token, steal a code, steal a phone number, steal a session, steal a prompt approval, or 
trick the user into authorizing the attacker’s device. 

7.2 Consequences: account takeover and coercion 

The first-order consequence is account takeover across relying parties. If the wallet credential is 
used as a primary login mechanism, compromising the wallet can grant the attacker access to 
everything that trusts that credential: benefits portals, healthcare portals, banking onboarding 
flows, tax services, employer portals, and other “high-impact” accounts. 

The danger is cascade. A wallet compromise is not just one account. It can become a root 
compromise. Once the attacker controls the digital ID, they may be able to reset passwords 
elsewhere, change contact details, enroll new authenticators, and lock the victim out. That 
turns a wallet incident into a life-incident. 

The second consequence is coercion. Wallet-based identity is not only a technical system. It is a 
power object. A coercer can demand: 
unlock your phone, 
show your credential, 
approve this login prompt, 
hand over your recovery codes, 
or accompany me to an office to “fix” something. 

Coercion is different from theft. A stolen phone can be reported. Coercion can occur in private, 
repeatedly, and with ongoing threat. The system must anticipate that some users are under 
duress. If the only way to prevent misuse is “don’t unlock your phone,” then the system fails 
vulnerable populations. 

Coercion also includes “soft coercion” by institutions: employers requiring excessive identity 
disclosure, landlords demanding full credential presentations, or service providers insisting on 
unnecessary attributes. A universal digital ID can unintentionally increase coercive demands if it 
makes disclosure easy and normalized. 

A good design therefore tries to reduce what can be exposed in a single presentation and to 
give users some control over what is shown, especially in contexts where the verifier does not 
truly need full identity. 
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7.3 The recovery paradox: easy recovery helps victims and attackers 

Recovery is where wallet compromise becomes a systemic risk. The paradox is that the system 
must allow legitimate people to recover after loss or compromise, but that same mechanism is 
the attacker’s preferred route to takeover. 

After a wallet compromise, a victim needs to: 
invalidate the compromised device binding, 
re-bind to a new device, 
restore access to accounts relying on the credential, 
and repair any changes the attacker made. 

Those steps must be possible even if the victim cannot authenticate normally. That means 
recovery uses alternate evidence: phone numbers, emails, knowledge checks, documents, in-
person visits, or trusted contacts. 

Attackers can often obtain the same alternate evidence. They can: 
SIM swap the number, 
compromise the email, 
use leaked identity data, 
or socially engineer help desks. 

If recovery is frictionless, attackers industrialize it. If recovery is too strict, victims are trapped. 

In a universal digital ID, recovery becomes the “root reset.” Whoever can trigger recovery can 
potentially seize the credential and thereby seize downstream accounts. That means recovery 
must be designed as a high-risk operation with: 
tiered pathways, 
strong audit trails, 
delays or holds for suspicious events, 
and escalation to higher-assurance methods when the potential harm is large. 

The recovery paradox is not solved by one clever trick. It is solved by a system posture that 
treats recovery as a security event and as a due process event, not a customer service 
convenience. 

7.4 Usability as security: how friction can be protective 

In consumer tech, friction is often treated as the enemy. In national identity, some friction is 
safety. 

Phishing-resistant authentication is often more usable once learned, but it may require initial 
education. Users need clarity: what a legitimate prompt looks like, when to approve, and when 
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to refuse. The system must support “recognition over recall”: cues that help users recognize 
legitimate flows and detect fake ones. 

Step-up friction can be protective when risk is high. For routine low-risk actions, the system 
should be smooth. But for high-risk actions—changing contact info, re-binding to a new device, 
exporting credential material, or initiating recovery—additional friction is appropriate: 
requiring an in-wallet confirmation plus a separate channel, 
requiring a short delay with notification, 
requiring in-person confirmation for certain thresholds, 
or requiring multi-factor checks that are not all on the same device. 

Friction can also be protective through rate limiting and cool-down periods. Attackers often rely 
on rapid iteration. If re-binding can only happen once per day without additional verification, or 
if repeated failures trigger a hold, industrial attacks become harder. The system must be careful 
to avoid turning holds into denial-of-service against victims, but controlled friction is often 
preferable to silent takeover. 

Transparent user notifications are a form of friction. If every binding, recovery attempt, or 
critical change generates clear notifications through multiple channels, victims can detect and 
stop attacks earlier. Notification design is not cosmetic. It is part of the security model. 

Finally, “safe defaults” are crucial. Most users will accept defaults. The system must make the 
safe path the default path: 
strong unlock requirements, 
limited backup/export, 
short token lifetimes, 
and clear prompts. 

Usability as security means designing the experience so that ordinary behavior is hard to 
exploit. It means reducing reliance on user vigilance as the primary defense. 

7.5 Redundancy: physical backups and safe re-binding to a new device 

A universal digital ID cannot assume a single device is always available, always secure, and 
always owned by the rightful user. Redundancy is not optional. It is resilience. 

Physical backups matter for inclusion and continuity. A physical card or credential form factor 
can serve as: 
a fallback when the phone is dead, 
a fallback during outages, 
an option for those without smartphones, 
and a recovery artifact that is harder to compromise remotely. 
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But physical backups must be designed carefully. If a physical card is merely a printed QR code 
that can be photographed and reused, it becomes a theft vector. A safer physical backup either 
has cryptographic protections (such as a smart card) or is limited in what it can do, serving as a 
recovery aid rather than a universal substitute. 

Safe re-binding is the critical wallet operation: moving identity control from an old device to a 
new one. Re-binding must be possible in several scenarios: 
routine upgrade, 
lost or stolen device, 
compromised device, 
and coercion escape. 

A robust design typically involves: 
revoking the old device binding, 
establishing the new binding with high assurance, 
and ensuring that re-binding does not silently invalidate critical downstream protections. 

Re-binding should support multiple pathways, because “everyone” includes people with 
different constraints: 
in-wallet migration when both devices are present and uncompromised, 
assisted migration at an enrollment center, 
and a high-assurance recovery path when the old device is gone. 

The system should also support “panic” or rapid containment options. If a person believes their 
phone is compromised, they should be able to quickly freeze credential use, trigger a hold on 
new bindings, or require step-up verification for subsequent use. These are not luxury features. 
They are how you make endpoint compromise survivable. 

Redundancy also includes social and institutional redundancy: the ability to use alternative 
identification methods temporarily when the digital ID ecosystem is unstable, and the ability to 
restore access without forcing people into weeks of limbo. A universal digital ID must explicitly 
preserve a world in which the credential can fail without the person becoming administratively 
invisible. 

Wallet and device compromise is not a reason to abandon digital ID. It is a reason to design it 
with humility. Endpoints will be compromised. People will be coerced. Phones will be lost. 
Networks will fail. The system’s legitimacy will depend on whether those ordinary realities lead 
to contained harm and recoverable inconvenience, or whether they lead to cascading loss of 
access and long-term identity trauma. 
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8. Breach Class V: Verifier Compromise and “Surveillance by Logs” 

Verifier compromise is the breach class that most people overlook because it does not require 
breaking the identity system at all. The issuer can be flawless. The credential can be 
unforgeable. The proofing pipeline can be tight. And yet, if the places that consume identity 
proofs—the verifiers—are hacked, negligent, or opportunistic, the ecosystem can still become a 
privacy catastrophe and, in some cases, a fraud accelerator. 

In a universal digital ID world, “verifier” is nearly everything: banks, employers, hospitals, 
pharmacies, airlines, hotels, state agencies, federal portals, retailers checking age, landlords 
screening tenants, schools confirming guardianship, and private platforms offering “verified” 
accounts. The verifier layer is where identity meets daily life. That makes it the layer most likely 
to generate sensitive event histories. It is also the layer with the most uneven security maturity. 
Some verifiers are large and well-defended. Many are not. The national system can be strong 
while the verifier ecosystem remains porous. 

The central danger is that verification produces a record: a fact that a particular person did a 
particular thing at a particular place and time. At national scale, those records can quietly 
become a parallel identity dossier—built not by the issuer, but by the ecosystem. If those logs 
leak, the harm is not “someone can impersonate you.” The harm is “someone can map you.” 

8.1 Why verifier breaches are privacy breaches even without forged IDs 

A verifier breach is inherently a privacy breach because the verifier is the one collecting context. 
The issuer may store a small, regulated set of identity attributes. The verifier stores the story of 
usage: where identity was presented, for what purpose, and often what else was happening in 
the transaction. 

Even if the verifier stores only minimal identity data, the event itself can be sensitive. Consider a 
few everyday examples: 

A clinic verifies identity before a visit. The log implies a medical interaction, and often the 
department or location hints at the nature of care. 

A pharmacy verifies identity for a controlled substance pickup. The log implies medication and 
possibly a condition. 

An employer verifies identity for onboarding or periodic authorization. The log implies 
employment status and timing. 

A shelter verifies identity for services. The log implies vulnerability and location. 

A political organization or advocacy group verifies identity for membership or donation. The log 
implies beliefs and affiliations. 
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None of this requires forged credentials. The person may have presented a legitimate 
credential. The privacy risk arises because the verifier has created and retained an event record. 
If breached, that record can reveal far more than the identity attributes themselves. 

Verifier breaches are therefore dangerous even when credentials remain secure because the 
verifier’s dataset is a “life trace,” not just a profile. A life trace can be exploited for stalking, 
discrimination, blackmail, and targeted coercion. It can also be sold and aggregated. 

This breach class exposes the first uncomfortable truth of universal identity: the most sensitive 
data may not be the identity data. It may be the “identity-in-use” data. 

8.2 Linkability: how logs become a shadow social graph 

A single verification log is a dot. A universal digital ID system creates the possibility that dots 
connect. 

Linkability is the property that separate events can be reliably recognized as belonging to the 
same person across contexts. Linkability can be created intentionally (for fraud control, 
analytics, compliance) or accidentally (through stable identifiers, shared tokens, or consistent 
metadata). Once linkability exists, logs become a shadow social graph: a map of where someone 
goes, what services they use, and with whom they are associated. 

Linkability emerges in several common ways: 

Stable global identifiers. If a credential presentation includes a stable identifier that is the same 
across all verifiers, then every verifier can tag a person with the same “tracking number.” Even if 
verifiers promise not to share, breaches and secondary markets defeat promises. A universal 
stable identifier is a universal correlation handle. 

Quasi-stable identifiers. Even if the system avoids a single global ID, combinations of attributes 
can act as a fingerprint: name + DOB + partial document number + phone or email. Many 
verifiers collect these for “convenience.” Collected repeatedly, they form a join key that allows 
cross-site correlation. 

Token reuse. If systems use reusable tokens or long-lived session artifacts, a breach at one 
verifier can enable correlation with other verifiers that accept related tokens or that share 
federation infrastructure. 

Metadata fingerprints. Device fingerprints, IP histories, and behavior signatures can make 
events linkable even without explicit identifiers. If verifiers collect rich telemetry, linkability can 
be constructed implicitly. 

Once linkability exists, logs become structurally powerful. They can reveal routines, 
relationships, and vulnerabilities. They can infer social connections: co-location patterns, shared 
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addresses, shared dependents, shared employer systems. They can infer life transitions: job 
loss, health crises, travel, housing instability. 

The point is not that every verifier will build a shadow social graph intentionally. The point is 
that a universal ID makes it technically easy for one to exist, and breaches make it hard to keep 
it contained. 

8.3 Replay, token theft, and session hijack risks 

Verifier compromise can also enable fraud, not only privacy harm. The fraud mechanism is often 
not forging a credential, but stealing what the verifier stores or accepts during the verification 
flow. 

Replay attacks occur when a captured “proof” can be reused. If a verifier accepts a QR code, 
barcode, or presentation token and does not ensure it is single-use, time-bound, and bound to a 
live interaction, an attacker can reuse it. Replay is especially plausible in poorly implemented 
systems or in systems designed for convenience where “scan once” is treated as sufficient. 

Token theft and session hijacking are the online analog. Verifiers often store session cookies, 
federation assertions, refresh tokens, or authentication artifacts that allow a user to remain 
logged in. If an attacker steals these artifacts through a verifier breach, they may not need to 
compromise the user’s wallet at all. They may simply take over the session and act as the user 
within that relying party’s system. 

The risk increases when: 
tokens are long-lived, 
tokens are not bound to a device or context, 
tokens are usable from new locations without re-authentication, 
and verifiers do not require step-up authentication for high-risk actions. 

Verifier compromise therefore creates a shortcut: instead of attacking the identity system, 
attack a relying party’s implementation and steal the artifacts that the relying party mistakenly 
treats as durable proof. 

At national scale, this matters because the identity system may be excellent, but the verifier 
ecosystem will include many weak implementations. Attackers will go where security is weakest, 
even if identity standards are strongest. 

8.4 Data retention: the quiet amplifier of harm 

Retention is where verifier breaches become catastrophic. A breach is a snapshot of what 
existed at the time. Retention determines how large that snapshot is and how far back it 
reaches. 
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If verifiers retain verification logs for years, the breach becomes historical. It reveals where 
someone has been, what they have done, and how their life has evolved across time. This is 
precisely what transforms logs into a life trace. 

Retention is often justified by: 
fraud investigation, 
compliance requirements, 
audit needs, 
analytics and product improvement, 
and vague “business purposes.” 

Some of these are legitimate. Many are elastic. The danger is that “just in case” retention 
becomes indefinite by default. 

The harm is amplified by aggregation. Even if one verifier retains minimal logs, another may 
retain more. Even if a verifier retains only a month, a data broker may retain indefinitely. Even if 
a verifier retains hashed identifiers, those hashes may be linkable across datasets. Retention 
turns a breach from “this week’s events” into “a decade of life.” 

Retention is also where creep happens. A verifier may start storing minimal data, then later add 
“helpful” fields: device fingerprint, geolocation, behavioral analytics, internal risk scores. Each 
addition increases both correlation potential and breach impact. Over time, the verifier 
becomes an identity intelligence platform, often without explicitly choosing to become one. 

A universal digital ID program must therefore treat verifier retention not as a private choice but 
as a system risk. If verifiers can retain whatever they want, the national system will indirectly 
create a national surveillance substrate, even if the issuer stores almost nothing. 

8.5 Designing verifications that do not create permanent trails 

A national digital ID system that ignores verifier behavior will fail its privacy promise. The system 
must be designed so that verifiers do not need to store sensitive trails to operate, and so that 
the ecosystem discourages permanent life-trace creation. 

Several design constraints follow. 

Minimize disclosed attributes. Verifiers should receive only what they need. If a bartender 
needs “over 21,” do not disclose address or full date of birth. If an employer needs work 
authorization, do not disclose unrelated identity attributes. Less data disclosed means less data 
retained and less useful data stolen. 

Prevent universal identifiers. Presentations should avoid stable global identifiers. Instead, use 
domain-specific identifiers or pairwise pseudonymous identifiers so that one verifier cannot 
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easily correlate a person with another verifier’s records. This is not a philosophical preference. It 
is a structural defense against shadow social graphs. 

Prefer local verification over centralized lookups. If every verification requires contacting a 
central service, the central service becomes a universal logging point and verifiers gain an 
excuse to store correlation handles. Offline-capable, cryptographically verifiable presentations 
can reduce the need for transaction-level central logging. Where online checks are necessary 
(for revocation or high-risk actions), they should be narrowly scoped. 

Make presentation proofs fresh and non-replayable. Presentation tokens should be single-use or 
time-bound and bound to the interaction, so that captured artifacts cannot be replayed. This 
reduces the fraud value of verifier-stolen presentation materials. 

Constrain verifier storage by policy and enforcement. Privacy architecture needs governance. 
Verifiers should be required to: 
retain only minimal logs for defined periods, 
avoid retaining full credential presentations, 
avoid collecting unnecessary telemetry, 
and undergo audits for compliance. 

This is the uncomfortable point: cryptography does not enforce retention. Governance does. A 
national system must therefore include verifier accreditation requirements and penalties for 
misuse, or else the ecosystem will evolve toward maximal retention because it is “useful.” 

Give users visibility and control where feasible. Users should be able to see when and where 
verifications occurred, at least for high-risk uses, and to detect anomalies. Transparency makes 
silent misuse harder and helps victims respond. 

Finally, design for social legitimacy. If citizens believe that using digital ID creates permanent 
trails, they will either resist adoption or use it only under coercion. The system will then be both 
unpopular and dangerous. A sustainable design must treat “surveillance by logs” as a first-order 
failure mode, not a side issue. 

Verifier compromise teaches a sharp lesson. The most dangerous dataset in a digital ID 
ecosystem may be created downstream, not upstream. If the system is to deliver convenience 
without building a national life-trace machine, it must engineer and govern verification so that 
the act of proving a claim does not automatically become a permanent record of living. 
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9. Breach Class VI: Denial-of-Service and System Dependency Failures 

Denial-of-service is the breach class that violates a common assumption: that harm requires 
theft. It does not. A national digital ID can cause widespread harm simply by becoming 
unavailable or unreliable at the wrong moment. In other words, “security” is not only 
confidentiality and integrity. At national scale, availability is a civil function. If identity becomes 
the gate to essential services, downtime becomes exclusion. 

System dependency failures include classic denial-of-service attacks, but also include outages, 
network partitions, software bugs, certificate failures, cloud-region failures, routing incidents, 
misconfigurations, accidental revocations, and operational overload during crisis periods. Many 
of these failures are not malicious. But the user experiences them the same way: “I cannot 
prove who I am, therefore I cannot proceed.” 

The deeper point is that a universal digital ID program changes the failure topology of society. If 
many services converge on a single identity layer, then the identity layer becomes a single point 
of social friction. When it fails, everything fails together. This is the hidden cost of “one 
credential to rule them all.” 

9.1 When “no breach” still means “no access” 

In public imagination, a secure system is a system that is not hacked. But from a citizen’s 
perspective, a secure system that is down is still a failed system. The harm is practical and 
immediate: you cannot log in, you cannot authenticate, you cannot complete a transaction, you 
cannot receive a service. 

There are multiple ways this happens without any data breach: 

Authentication service outage. If online logins depend on an identity provider, and that provider 
is unavailable, every relying party that uses it experiences an outage at once. 

Revocation or status checking outage. If verifiers are required to query revocation status or 
attribute status, and the checking service is unavailable, verifiers may either reject everyone (fail 
closed) or accept everyone (fail open). Both choices can cause harm: exclusion in one case, 
fraud in the other. 

Certificate or trust list failure. If trust anchors expire, are misconfigured, or cannot be updated, 
verifiers may stop accepting legitimate credentials. This can occur even when all cryptography is 
correct, simply because the ecosystem’s trust plumbing fails. 

Network dependency. In many real-world contexts—rural areas, disaster zones, subways, 
basements, crowded events—connectivity is poor. If verification depends on being online, then 
“no internet” becomes “no identity.” 
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Operational overload. Crises cause surges: disaster relief enrollment, unemployment spikes, 
mass travel disruptions, tax deadlines. Identity systems can be overwhelmed by legitimate 
demand. If scaling fails, the system becomes unavailable precisely when it is most needed. 

The essential lesson is that “not hacked” is not the standard for success. The standard is 
continuity: can the system still provide identity functionality under stress, outages, and partial 
failure? 

9.2 Cascades across essential services 

A universal digital ID is tempting because it promises reuse across domains. That same reuse 
creates cascade risk. Cascades happen when identity becomes a shared dependency. 

The most obvious cascade is login cascade. If benefits portals, healthcare portals, tax filing, 
unemployment systems, and banking onboarding all depend on the same identity provider or 
verification service, then identity outage becomes a multi-sector outage. 

But cascades can be more subtle: 

Recovery cascade. If users cannot access their digital ID, they may fall back to recovery 
processes. Recovery systems then get flooded, becoming overwhelmed. That creates additional 
failure, even after the original outage is resolved. 

Support cascade. If identity is down, help desks across many organizations are inundated. This 
causes long delays, reduced quality, and higher susceptibility to social engineering. Attackers 
often exploit crisis-induced confusion. 

Verification cascade. In-person verifiers—clinics, pharmacies, employers—may have workflows 
that assume digital ID works. When it fails, staff improvise. Improvisation creates inconsistent 
security and privacy practices and can lead to discrimination or arbitrary denial. 

Economic cascade. If identity is a gate for payroll onboarding, banking access, or commerce 
verification, outages can create direct financial harm: delayed paychecks, inability to access 
funds, inability to complete purchases, and missed deadlines. 

Governance cascade. During prolonged outages, institutions may be forced to issue temporary 
waivers or alternative procedures. If those procedures are not pre-planned, they become ad hoc 
and politically contested, eroding trust. 

A national system must assume cascade potential and design not only for system uptime but for 
ecosystem behavior under partial failure. The question is not “will there be an outage?” There 
will. The question is “what does society do when identity is degraded?” 
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9.3 Disproportionate harm and the inclusion test 

Outages do not harm everyone equally. Inclusion is the test. The same failure mode that is a 
mild inconvenience for a well-resourced person can be catastrophic for someone living at the 
margin. 

Consider who is hit hardest: 

People without alternative documents. If digital ID becomes primary and physical alternatives 
become rare or hard to obtain, a system outage can leave people unable to prove eligibility or 
access services. 

People with limited mobility or transportation. If the fallback requires in-person visits, the 
burden is higher for those who cannot easily travel. 

People who depend on time-sensitive services. Medication pickup, urgent care, shelters, and 
emergency benefits are time-bound. Delay is harm. 

People with unstable connectivity. Rural areas, low-income housing, and disaster areas may 
have poor internet. An online-only identity system effectively excludes them during outages. 

People with disabilities. If fallback procedures are not accessible, outages become exclusion. 

People under coercion or unsafe conditions. If alternative methods require physical presence or 
exposure, the person may be forced into risk. 

This is why national digital ID cannot treat fallback as “rare.” For millions, fallback will be 
routine. The system must be judged by how it behaves for the least advantaged, not by how 
smooth it is for the median user on a modern smartphone with good reception. 

Inclusion is therefore not a separate equity add-on. It is a resilience requirement. 

9.4 Offline continuity: what fallback must mean in practice 

“Offline fallback” is often mentioned and rarely specified. In a national system, fallback must be 
real, practiced, and acceptable to verifiers. It must not rely on improvisation. 

Offline continuity has at least four components. 

Offline-capable credential presentation. Some verifications must work without network 
connectivity. That implies credentials that can be checked cryptographically by a verifier device 
without phoning home, at least for low- to moderate-risk use cases. If every verification requires 
online status checking, offline continuity is impossible. 

Offline verifier policy. Verifiers need clear rules about what to do when online checks fail. These 
rules should specify what transactions can proceed, what additional checks are required, and 
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when to defer. Without policy, staff will improvise, leading to inconsistent denial and 
inconsistent fraud exposure. 

Alternative identification channels. People must have non-digital ways to prove identity and 
eligibility when digital systems are down. This can include physical cards, alternative documents, 
or temporary attestations issued through local offices during emergencies. Critically, these 
alternatives must be honored by essential service providers, not treated as second-class. 

Emergency access procedures. Essential services should have an “emergency mode” that 
preserves access without opening a fraud floodgate. For example, healthcare and pharmacies 
may need continuity rules that allow service with reduced identity assurance, while recording 
enough information to reconcile later. Disaster relief may need provisional access that can be 
audited after the fact. 

Fallback also includes communication. People must know what to do during outages. If the 
system’s response is confusing, scammers will fill the gap with “help.” Clear official guidance 
reduces fraud during outages. 

Finally, offline continuity must be rehearsed. If an organization has never operated under 
identity outage conditions, it will fail in real time. A national program should therefore require 
drills and testing of offline procedures across critical sectors. 

9.5 Resilience targets: graceful degradation, not perfection 

A universal digital ID system cannot promise perfection. It can promise resilience. 

Resilience means that failure modes are bounded and recoverable. The system should degrade 
gracefully rather than collapse. 

Graceful degradation has measurable targets: 

Time-to-detect incidents. The system must detect outages and attacks quickly. Slow detection 
turns minor failures into major ones. 

Time-to-recover service. Uptime is not the only metric. Recovery time under stress matters 
more. A system that returns quickly is survivable. A system that is down for days becomes a 
crisis. 

Scope of outage. Failures should be compartmentalized. A fault in one region, one issuer, or one 
service should not automatically bring down the entire ecosystem. This is an architectural 
principle: avoid single points of failure and avoid mandatory central services for routine use. 

Fail-safe behavior. The system must choose when to fail closed and when to fail open, and it 
must do so intentionally. Failing closed protects against fraud but risks exclusion. Failing open 
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protects access but risks abuse. The system must define thresholds and contexts where each 
behavior is acceptable, and must provide alternate safeguards when it chooses openness. 

Recovery capacity. Support and recovery services must scale during incidents. This includes 
staffing, training, and technical capacity. If recovery collapses under load, outages turn into 
long-term lockouts. 

User-level continuity. Individuals must be able to function during outages using backup 
methods. This is the practical meaning of “resilient.” 

The guiding philosophy is that the identity system should not be a single brittle gate. It should 
be a layered set of options with prioritized continuity for essential services. 

Denial-of-service and dependency failures force a sober conclusion. The more successful a 
digital ID system becomes, the more dangerous its downtime becomes. Therefore, the system’s 
safety is proportional to its ability to degrade gracefully: to preserve access where it must, to 
prevent fraud where it can, and to recover quickly without turning the lives of ordinary people 
into an outage-driven bureaucratic ordeal. 

 

10. Biometrics: The Non-Resettable Credential 

Biometrics are often presented as the natural endpoint of identity: your face, your fingerprint, 
your iris, your voice—proof you carry with you. In a national digital ID conversation, biometrics 
arrive with a promise of convenience and fraud reduction. They also bring a qualitatively 
different kind of risk: irreversibility. A password can be changed. A phone can be replaced. A 
biometric is not meant to be reset. 

That is why biometrics deserve their own section. They are not merely “another factor.” They 
behave like a permanent credential. And when a permanent credential is compromised, the 
harm does not end with reissuance. It persists as a shadow vulnerability across every system 
that relies on that biometric signal. 

A robust national design can use biometrics in safer ways. But the phrase “use biometrics” hides 
crucial decisions: are biometrics used to identify or to authenticate? Are they stored centrally or 
matched locally? Are they mandatory or optional? Are templates retained or transient? And 
what happens when the biometric system is wrong? 

10.1 Biometrics as identifier versus authenticator 

The most important conceptual distinction is this: biometrics can be used either as an identifier 
or as an authenticator. The two use cases are often conflated. They should not be. 
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As an identifier, biometrics answer: “Who is this person?” The system searches a database to 
find the best match. This is a one-to-many operation. It is inherently surveillance-capable 
because it allows a biometric sample to be mapped to an identity record without the person 
presenting a credential. Identification systems are powerful for law enforcement and border 
control contexts, but they carry enormous civil and privacy implications in a general-purpose 
national identity system. 

As an authenticator, biometrics answer: “Is this the same person as before?” The system checks 
whether the presented biometric matches a previously enrolled template for that person. This is 
a one-to-one operation. It is typically used to unlock a device or confirm a specific credential 
holder is present. In this role, biometrics function like a local convenience factor, replacing or 
supplementing a PIN. 

This difference matters because the risk profile changes. 

Identification tends to centralize data and expands the scope of use beyond voluntary 
authentication. It increases the value of central biometric databases, which become extremely 
attractive targets. It also increases the chance that biometrics become a default instrument of 
tracking. 

Authentication can be designed to remain local and voluntary. If the biometric check happens 
only on the user’s device to unlock the wallet and the biometric template never leaves the 
device, the system gains convenience without building a central biometric dossier. 

In a national digital ID context, the safest posture is to avoid biometric identification as a 
default. Use biometrics, if at all, as local authenticators for holder-controlled actions, not as a 
universal “find this person” function. 

10.2 Template leakage and irreversible harm 

Biometric systems usually do not store raw images forever. They store templates: mathematical 
representations of salient features. People sometimes assume that templates are safe because 
they are not a photo. That is a dangerous simplification. 

First, template leakage can still enable impersonation in some contexts. If a system uses the 
same template scheme across domains, leaked templates can be used to attack other matching 
systems. Even when exact replay is difficult, template leakage can be used to improve spoofing 
attacks and can reduce the security margin over time. 

Second, templates are powerful correlators. A leaked template can be a stable identifier across 
systems if the same biometric modality and matching approach are reused. That means 
template leakage can enable cross-context linkage even if personal attributes are minimized 
elsewhere. 
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Third, the harm is irreversible. You cannot change your fingerprint. You cannot replace your 
face. You can sometimes change voice patterns or grow facial hair, but these are not true resets. 
Once a biometric template leaks, the person carries that leak forever as a latent vulnerability. 

Fourth, biometrics create coercion and force risks. If a biometric authenticator becomes a 
standard gate, a coercer can compel the user to present their face or fingerprint. A password 
can be withheld. A biometric cannot. 

Fifth, biometrics interact badly with data breaches. If a national identity store is breached and 
includes biometrics, the breach moves from “identity theft risk” to “lifetime identity 
vulnerability risk.” Even if current exploitability is limited, the breach becomes a future liability 
as matching systems proliferate. 

Operationally, this means the system must treat biometric templates as exceptionally sensitive 
and should avoid central storage wherever possible. If you must store something, you must 
treat it like an enduring credential with extraordinary protections and minimal scope. 

10.3 False matches, bias, and contested identity 

Biometrics are probabilistic. That is the core technical fact that becomes a civil problem at scale. 

False matches happen when the system incorrectly matches a biometric to the wrong person 
(false accept in identification contexts, or false match in one-to-many searches). False rejects 
happen when the system fails to match the rightful person (false reject, or false non-match). 
Both become serious at national scale. 

False rejects become exclusion. If a person cannot authenticate because the system does not 
recognize them, they may be denied services. This can be intermittent: dry fingers, lighting 
changes, aging, injury, illness, disability, or sensor quality differences. A national system must 
assume that biometric performance will vary across contexts and across time. 

False matches become misattribution. In identification contexts, false matches can connect a 
person to someone else’s record. In a high-stakes identity system, that can cause catastrophic 
contested identity events: benefits misapplied, legal status confusion, mistaken flags, or even 
denial of access because the system believes the person is someone else. 

Bias is not merely a moral charge; it is a measurement reality. Biometric systems often perform 
differently across demographic groups due to training data composition, sensor conditions, and 
real physiological variation. Even modest differences in error rates become large absolute 
numbers at national scale. If one group experiences a slightly higher false reject rate, that 
translates into millions of additional friction events and denial risks. If false match rates differ, 
that translates into disproportionate misidentification risks. 
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Contested identity becomes the institutional nightmare. When biometrics are involved, a 
system can become overly confident: “the computer matched.” That confidence can invert due 
process, forcing a person to prove the system wrong. In a national system, the burden of proof 
must not fall unfairly on the individual, especially when the system’s output is probabilistic. 

Therefore, any biometric use in national digital ID must come with explicit procedural 
safeguards: 
clear appeal processes, 
human adjudication pathways, 
alternative methods of authentication, 
and rules against treating biometric matches as absolute truth. 

10.4 Safer patterns: local matching, cancellable templates, minimal retention 

If biometrics are used, safer patterns exist. The goal is to capture convenience benefits without 
creating a permanent centralized biometric vulnerability. 

Local matching is the strongest default. The biometric check happens on the user’s device to 
unlock the wallet or approve a transaction. The biometric template stays on the device in 
protected hardware. The issuer and verifier never receive the raw biometric or the template. 
This preserves privacy and reduces breach blast radius. 

Cancellable templates aim to make biometrics “resettable” by transforming biometric data 
through a secret transformation or salt so that the stored template is not a direct, reusable 
representation. If a template is compromised, a new transformation can be applied and a new 
template generated. In practice, this is hard and must be implemented carefully, but the 
principle is valuable: do not store raw biometric templates that are stable across domains. 

Minimal retention means not keeping what you do not need. If biometrics are used for proofing 
at enrollment, store the outcome, not the full biometric artifact, unless retention is strictly 
required. Avoid retaining videos, selfies, and raw captures. Where retention is required, apply 
strict time limits, encrypt strongly, restrict access sharply, and audit every access. 

Scope limitation is critical. Biometrics should not become a universal identifier used across 
every verification. Restrict biometrics to specific high-risk actions where they truly improve 
security, and even then, prefer local matching. 

Transparency and user control matter. Users should know when a biometric is being used, for 
what purpose, and what is stored. Surprise biometrics is how trust dies. 

The safety theme is consistent: keep biometrics close to the user, minimize what leaves the 
device, and avoid building central biometric stores that become national targets. 
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10.5 When biometrics should be optional and why 

In a universal system, biometrics should be optional for both ethical and practical reasons. 

First, inclusion. Not everyone can reliably use biometrics. Manual labor can affect fingerprints. 
Disabilities can affect facial capture. Aging changes features. Illness, injury, and neurological 
conditions can affect stability. A mandatory biometric gate will exclude some people by design. 
A universal system cannot tolerate that. 

Second, coercion risk. Mandatory biometrics increase vulnerability to coercion because they 
remove the user’s ability to refuse without consequences. Optional biometrics allow a person to 
choose safer factors in contexts where coercion is plausible. 

Third, contested identity and trust. If biometrics become mandatory and the system makes an 
error, the person can be trapped. Optionality ensures there is always an alternate route that 
does not require arguing with a probabilistic machine output. 

Fourth, privacy legitimacy. Many citizens view biometrics as uniquely intimate and uniquely 
surveillance-linked. If biometrics are mandatory, adoption becomes politically and culturally 
brittle. Optionality reduces that friction and signals that the system is not built to force bodily 
identification as a default. 

Fifth, failure tolerance. When devices fail, sensors break, or conditions are poor, biometrics can 
fail unpredictably. Optionality allows fallback to PINs, passphrases, physical backups, or assisted 
verification without halting access. 

So the design posture should be: 
biometrics as a convenience factor, not an identity foundation; 
biometrics primarily for local unlocking, not remote identification; 
biometrics optional, with high-quality non-biometric alternatives; 
and explicit due process pathways when biometric-related disputes arise. 

Biometrics can improve usability and, in narrow roles, security. But they also turn identity into 
something bodily and permanent. A national digital ID system must resist the temptation to 
treat biometrics as a magic solution. In identity infrastructure, the most dangerous credential is 
the one you cannot change. 
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11. Measuring Blast Radius 

“Blast radius” is the right framing because it forces the discussion away from a binary—hacked 
or not—and toward the real question: how bad is failure when it happens, and how far does it 
propagate? At national scale, every serious incident will have two components: the technical 
compromise and the social shockwave. Measuring blast radius means measuring both. 

A workable measurement program does not try to predict every scenario. It defines metrics that 
can be applied across breach classes and across architectures. These metrics must be legible to 
engineers, policymakers, and operational leaders. They must also be measurable in drills, not 
only in postmortems. The goal is not to score points. The goal is to design systems that remain 
governable when reality intrudes. 

The sections below propose a practical metric set and then apply it to dependency, reissuance, 
fraud, and trust. Together these turn “national identity risk” into something that can be stress-
tested. 

11.1 A practical metric set: scope, duration, recoverability, linkability 

Blast radius can be measured with four primary dimensions that recur across almost every 
failure mode. 

Scope answers: how many people, credentials, and services are affected? Scope can be 
quantified by: 
number of users affected, 
number of active credentials potentially compromised, 
number of verifiers that depend on the affected component, 
and geographic distribution. 

Scope must be measured at multiple layers. A compromise might affect 1% of users directly but 
80% indirectly if the compromised component is a shared trust anchor or a shared 
authentication gateway. National systems often fail through indirect scope. 

Duration answers: how long does harm persist? Duration includes: 
time the system is impaired, 
time to detect compromise, 
time to fully remediate, 
and time until victims stop experiencing secondary harms (scams, fraud attempts, contested 
identity). 

Duration is rarely just “uptime.” A key theft might be detected quickly but take months to fully 
reissue credentials and restore normal verifier behavior. A data breach might be “resolved” 
quickly but produce years of secondary fraud. 
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Recoverability answers: how easily can rightful users regain control and resume normal life? 
Recoverability includes: 
ability to revoke and reissue credentials, 
ability to restore accounts across relying parties, 
availability of alternate access methods, 
and the burden placed on individuals (time, travel, documentation requirements). 

Recoverability must be measured in both technical terms (key rotation capability, re-binding 
flows) and human terms (how many calls, how many office visits, how long it takes, how many 
people get stuck). 

Linkability answers: how much does the incident increase the ability to correlate a person’s 
activities across systems? Linkability is a blast-radius multiplier because it turns many small logs 
into a life trace. Linkability can be measured by: 
presence of stable global identifiers, 
extent of verifier log retention, 
extent of shared tokens or shared federation identifiers, 
and the ability to join datasets after compromise. 

These four dimensions form a baseline. If an incident has large scope, long duration, poor 
recoverability, and high linkability, it is a national trauma event. If it is limited on those 
dimensions, it is survivable—even if it is embarrassing. 

11.2 “How many relying parties break at once”: dependency mapping 

A universal digital ID system is not one service. It is a dependency fabric. “How many relying 
parties break at once” is therefore one of the most important blast-radius metrics. 

Dependency mapping is the practice of enumerating and continuously updating: 
which services depend on which identity components, 
what their fallback behaviors are, 
and what their failure thresholds look like. 

This can be quantified in a few practical ways. 

Relying party dependency count. For each identity component—authentication gateway, 
revocation service, trust list distribution, proofing vendor, wallet provider—count how many 
relying parties depend on it. Count also how many high-impact relying parties depend on it 
(banks, healthcare, benefits, tax services). Not all relying parties are equal; “essentiality 
weighting” matters. 
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Single-point-of-failure index. Identify components whose failure would disable a large fraction 
of relying parties. A national system should aim to reduce this index through redundancy, 
federation, and offline-capable verification. 

Common-mode failure analysis. Two different services may appear independent but share cloud 
regions, shared libraries, shared certificate authorities, shared DNS providers, or shared identity 
middleware. Common-mode dependencies cause unexpected cascades. The metric here is not 
only “direct dependencies” but “shared infrastructure dependencies.” 

Fallback readiness score. For each relying party, record whether they can: 
operate offline for low-risk verifications, 
operate with alternative documents, 
operate with degraded assurance, 
and how quickly they can switch. The system should know in advance which sectors will collapse 
immediately if identity degrades. 

The point of dependency mapping is not bureaucracy. It is a control surface. When an incident 
occurs, leaders need to know which sectors will fail and how to prioritize continuity. Without 
dependency maps, response becomes reactive and uneven, which increases both harm and 
political fallout. 

11.3 The reissuance test: time-to-recover at national scale 

Reissuance is the stress test that separates “identity as product” from “identity as 
infrastructure.” If the system cannot reissue credentials quickly and fairly after compromise, it 
cannot be the root of national access. 

The reissuance test measures: 

Time-to-deploy new trust anchors. How long does it take to generate new issuer keys, certify 
them, and distribute updated trust to verifiers? 

Verifier update propagation time. How long until a high percentage of verifiers reliably accept 
the new keys and reject the old ones? This must include offline verifiers and slow-update 
sectors. 

User reissuance throughput. How many credentials per day can be reissued under emergency 
conditions without unacceptable queues and without collapsing proofing integrity? The system 
should have modeled and tested capacity, not guessed. 

Re-binding and wallet migration success rate. What fraction of users can update their 
credentials without in-person visits? How many get stuck? How many require assisted recovery? 
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Equity of recovery. How does recovery time differ across populations—rural versus urban, 
elderly versus young, low-income versus affluent, disabled versus non-disabled? If some groups 
consistently take weeks longer, the system fails the inclusion test. 

Cost-of-reissuance to the citizen. How many hours, how many trips, how much paperwork, how 
much lost work? This is not “soft.” It is part of recoverability. 

A national system should run reissuance drills as routinely as disaster recovery drills. The target 
is not zero disruption. The target is bounded disruption with prioritized continuity for essential 
services. 

11.4 The fraud test: marginal fraud increase after compromise 

Blast radius must also be measured in fraud economics. A compromise is catastrophic when it 
shifts fraud from expensive and risky to cheap and scalable. 

The fraud test asks: after this compromise, how much easier is fraud, and for how long? 

You can measure this practically as marginal fraud increase: 
the change in fraud rate attributable to the incident, across key relying parties. 

But you need finer measures too: 

Cost-to-fraud. How much effort (time, money, expertise) is required to successfully commit 
fraud after the incident compared to before? If cost-to-fraud drops sharply, fraud volume will 
rise even if detection improves. 

Fraud scalability. Can the attack be automated? Does the incident enable batch attacks (for 
example, using leaked identity data to mass-trigger recoveries, or using forged credentials to 
mass-open accounts)? 

Fraud persistence. How long does the fraud window remain open? A leaked dataset can enable 
fraud for years. A temporary outage may enable fraud only during the confusion window. This 
affects how aggressively to respond. 

Fraud displacement. Does fraud move from one sector to another? If banks harden quickly, 
attackers may shift to smaller verifiers or local benefits programs. A national view is needed to 
avoid declaring victory while fraud migrates. 

False-positive burden. A surge in fraud detection can also cause collateral damage: more people 
flagged incorrectly, more accounts frozen, more delays. That collateral damage is part of blast 
radius because it harms legitimate users. 
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A useful system will not claim “fraud will be prevented.” It will quantify what fraud becomes 
possible under each compromise and design controls so that the fraud increase is bounded and 
rapidly damped. 

11.5 The trust test: adoption collapse and long-term institutional damage 

Finally, blast radius has a trust dimension that is not captured by technical metrics. A national 
identity system is a legitimacy project. If people do not trust it, it will fail through non-adoption, 
workaround behavior, and political rollback—even if the cryptography is sound. 

The trust test asks: after an incident, does adoption collapse, and does institutional confidence 
erode long-term? 

This can be measured in several ways: 

Adoption delta. Measure changes in enrollment rates, active usage rates, and opt-out rates after 
incidents. If adoption drops sharply and does not recover, the system has suffered a legitimacy 
hit. 

Workaround prevalence. Track how often institutions bypass the system with manual checks, 
alternative documents, or informal exceptions. Workarounds are a sign that trust has been 
damaged or that reliability is insufficient. Workarounds also create security gaps and 
discrimination risks. 

Institutional retrenchment. Track whether major relying parties reduce their reliance on the 
digital ID, introduce additional requirements, or revert to older identity methods. This indicates 
loss of confidence and increases friction for citizens. 

Narrative persistence. Some incidents become a permanent part of the system’s story: “that’s 
the system that was hacked,” “that’s the system that locked people out,” “that’s the system that 
enabled tracking.” Narrative persistence matters because it shapes future adoption and 
governance. 

Governance damage. Trust loss can trigger political overreaction: rushed mandates, rushed 
bans, fragmentation across states, and sudden shifts in rules that destabilize the ecosystem. The 
system’s governance must be resilient to incident-driven swings. 

The trust test is not “public relations.” It is the recognition that national identity infrastructure 
must survive public scrutiny and political cycles. That means designing for transparent incident 
response, clear accountability, and visible protections that people can understand. 

Blast radius measurement is, in the end, a discipline of humility. It assumes that failures will 
occur and insists that the system be judged by how it fails. When scope, duration, recoverability, 
and linkability are measurable; when dependency maps are current; when reissuance drills are 
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real; when fraud impacts are quantified; and when trust is treated as an operational metric 
rather than a marketing goal—then national digital ID stops being a speculative promise and 
becomes something that can be governed. 

 

12. Design Constraints for a Least-Bad National Digital ID 

A national digital ID is not a normal software project. It is an access substrate for an entire 
society. That means “best” is not a realistic goal. The realistic goal is least-bad: a design that 
delivers meaningful convenience while keeping failure survivable, keeping privacy credible, and 
keeping inclusion real. 

Design constraints are the bridge between threat modeling and governance. They translate risk 
into architecture rules. They also force tradeoffs into the open. The constraints below are not 
feature ideas. They are structural requirements aimed at reducing blast radius across the breach 
classes we’ve mapped. 

The unifying theme is this: assume compromise, assume outages, assume scams, assume 
coercion, assume institutional drift—and then build a system that fails in bounded ways. 

12.1 Reduce honeypots: minimize central data and central decision points 

The easiest way to reduce catastrophic breach impact is to reduce what exists to be stolen and 
what exists to be corrupted. 

Minimize central data means that the national system should not behave like a single master 
dossier. It should store only what is necessary for credential lifecycle management, not every 
attribute that a verifier might ever want. The system should avoid becoming a universal profile 
store for private actors, agencies, and vendors. 

Practically, this implies: 

Keep authoritative data where it is authoritative. If a verifier needs to know work authorization 
or benefit eligibility, the system should not replicate those attributes into a central store. 
Instead, use narrow, purpose-specific attestations from authoritative sources, issued when 
needed, and reveal only what the relying party requires. 

Avoid retaining proofing artifacts centrally. Scanned documents, selfies, videos, and support 
transcripts become breach multipliers. Store outcomes and minimal audit data, not full artifacts, 
except where law requires—and even then, apply strict retention limits. 

Minimize central decision points. Centralized adjudication and central “status checking” services 
become operational chokepoints and DoS targets. When possible, enable verifiers to validate 
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credentials locally (cryptographically) without phoning home for every transaction. If central 
services must exist (revocation lists, trust list updates), design them for redundancy and graceful 
degradation. 

Reduce “single global identity join keys.” A central, stable identifier that appears everywhere 
creates universal linkability. Avoid it. Use pairwise or domain-specific identifiers so the 
ecosystem cannot effortlessly assemble a single longitudinal trail. 

The goal is not to eliminate central coordination. The goal is to prevent the system from 
becoming one irresistible honeypot whose compromise becomes a national trauma. 

12.2 Limit trust theft: protect keys, compartmentalize issuers, rapid rotation 

Trust theft is the breach class that forces emergency measures: stolen signing keys, 
compromised certificate chains, compromised trust anchors. The system must be designed so 
that trust theft is hard, quickly detectable, and bounded when it happens. 

Protect keys like sovereign infrastructure. Issuer signing keys should live in hardened key 
management environments, with restricted access, multi-person control, and continuous 
monitoring. Signing operations should be audited as high-sensitivity events. The system should 
assume insider risk and design controls accordingly. 

Compartmentalize issuers so no single compromise poisons the entire country. Federated trust 
can be safer than monolithic trust if it avoids a single root key that everything depends on. A 
compromise at one issuer should not automatically undermine other issuers. This requires 
careful trust framework design, including scope-limited credentials and issuer-level 
containment. 

Rapid rotation must be routine, not a panic response. If key rotation is rare, emergency rotation 
will fail. Routine rotation forces the ecosystem to practice trust updates and reduces the time 
window of undetected compromise. 

Verifier trust updates must propagate reliably. This is often the hidden Achilles heel. The system 
needs a robust mechanism for distributing trust anchors and revocation updates to verifiers, 
including offline and slow-updating verifiers. If verifiers cannot update quickly, key compromise 
becomes prolonged chaos. 

Design for a “mass reissue drill.” A least-bad system assumes key compromise will occur 
eventually and ensures that reissuance capacity exists without collapsing access. Reissue plans 
must include communication, staffing, in-person support, and prioritized continuity for essential 
services. 
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The constraint is simple: if stolen authority can mint credentials that the ecosystem accepts, the 
system’s legitimacy collapses. Therefore, authority must be protected, and its compromise must 
be survivable. 

12.3 Separate proofing from authentication: reduce escalation pathways 

One of the most dangerous patterns in identity systems is “escalation by convenience”: using 
authentication events (logging in, recovering access) as a pathway to changing proofed identity 
attributes or upgrading assurance. 

Proofing is the process that establishes identity claims (who you are). Authentication is the 
process that confirms control of a credential (you are the same holder as before). These are 
distinct and should remain distinct. 

If a system allows a successful login to modify core identity attributes without re-proofing, 
attackers who gain account access can permanently poison identity records. If a system allows 
“easy recovery” to become re-proofing, attackers can convert stolen data into legitimate 
credentials. 

Therefore: 

Identity attribute changes should require high-assurance workflows. Changing name, DOB, 
foundational identifiers, or binding to new high-assurance credentials should require stronger 
checks than ordinary authentication. 

Authentication should not be allowed to “upgrade” proofing without explicit step-up proofing. A 
stolen phone or stolen session token should not allow the attacker to escalate from “temporary 
access” to “permanent identity control.” 

Recovery must be treated as a security and due process event, not as a convenience feature. 
Recovery should restore control, but it should not silently change the underlying identity record 
or strengthen the attacker’s position. 

This separation reduces the “soft underbelly” effect where recovery and account takeover 
become the easiest path to durable fraud. 

12.4 Selective disclosure and non-linkability: prove less, leak less 

A national digital ID system can fail even if it never leaks central data—because the ecosystem 
builds a life trace through repeated disclosures. The least-bad design minimizes what is revealed 
and minimizes linkability across contexts. 

Selective disclosure means that a verifier should learn only what it needs. Many transactions do 
not require full identity. They require a claim: 
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over 21, 
resident of a state, 
eligible for a benefit, 
licensed to practice, 
employed by a company, 
account holder for a service, 
and so on. 

Design the system so claims can be proven without revealing full profiles. This reduces data 
collection pressure and reduces breach consequences at verifiers. 

Non-linkability means that proofs should not include a stable universal identifier. A verifier 
should not be able to take a proof from one context and use it as a correlation handle 
elsewhere. That requires domain-specific identifiers and careful protocol choices so that 
different verifiers cannot trivially join their logs. 

Practical implications include: 

Avoid global IDs in routine presentations. 
Prefer pairwise pseudonyms between holder and verifier. 
Avoid reusable presentation tokens. 
Ensure proofs are fresh and non-replayable. 
Discourage verifier telemetry over-collection through governance and accreditation. 

The guiding principle is: if you prove less, you leak less. And if you cannot easily link events, you 
cannot easily build a shadow dossier. 

12.5 Strong recovery with human due process: appeals, audits, transparency 

Recovery is where a universal system becomes humane or becomes cruel. It is also where 
attackers often win. The least-bad design treats recovery as both a security discipline and a civil 
discipline. 

Strong recovery means: 

Tiered recovery pathways. Low-risk services can have faster recovery. High-impact identity 
control actions require higher assurance, possibly including in-person steps or multi-party 
confirmation. A single “reset link” mentality is unacceptable. 

Human due process. When identity is contested or when a person is locked out, there must be a 
fair process: clear reasons, clear steps, reasonable timelines, escalation paths, and appeal rights. 
The person cannot be forced into endless loops with automated systems. 



63 
 

Auditability. Recovery actions must be logged as security events. Unusual recovery patterns 
should trigger investigation. Help-desk actions should have strong oversight and anti-collusion 
controls. 

Transparency to the individual. Users should be able to see recent binding changes, recovery 
attempts, and verifier interactions (at least for high-impact use). Transparency helps victims 
detect attacks and prevents silent takeovers from persisting. 

Protection for those under coercion. Recovery and control features should include safety-
oriented options: the ability to freeze identity use, the ability to require step-up verification for 
re-binding, and pathways that do not force victims into unsafe exposure. 

The constraint is that identity infrastructure must not make people administratively invisible 
when something goes wrong. It must provide a path back that is fair and secure. 

12.6 Non-digital options as first-class citizens, not exceptions 

“Everyone” means everyone, including: 
people without smartphones, 
people with limited connectivity, 
people who lose devices, 
people who distrust digital systems, 
people in disasters, 
and people whose lives make digital dependency unsafe. 

Therefore, non-digital options cannot be afterthoughts. They must be first-class citizens in the 
architecture and governance. 

This implies: 

Physical credentials that work. Not just a printable QR code that can be copied, but a credential 
that can be verified in meaningful offline contexts and that has a sensible compromise model. 

In-person pathways that are accessible. Enrollment and recovery must have physical locations or 
partner networks that can serve people who cannot use remote workflows. 

Fallback procedures that verifiers accept. Essential services must be obligated (or strongly 
guided) to honor non-digital alternatives. If verifiers can refuse them, non-digital options 
become symbolic. 

Continuity during outages. Offline continuity cannot mean “come back later.” It must mean that 
critical services can still function, even if in degraded mode, with later reconciliation. 
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No coercive mandate of a single channel. A least-bad system avoids forcing citizens into a single 
device-dependent identity channel, because that channel will fail for some and will be exploited 
by coercers for others. 

The deepest test of a national digital ID is not whether it works for the median user on a 
modern smartphone. It is whether it works for the person on the edge of the system—without 
turning their life into a series of lockouts, office visits, and suspicion. 

These constraints do not guarantee safety. They do something more realistic: they make failure 
survivable. They reduce honeypots, reduce trust theft blast radius, prevent escalation through 
recovery, reduce linkability and verifier log harm, provide due process, and keep non-digital life 
viable. If a national digital ID cannot meet these constraints, its convenience promise will 
eventually be outweighed by its failure cost. 

 

13. Governance and Civil Liberties 

A national digital ID is not “just infrastructure.” It is a power allocator. It decides who can 
authenticate, who can recover, who is locked out, what gets logged, and what counts as “proof.” 
Those choices shape daily life and, if misused, can reshape civil liberties without a single 
dramatic law being passed. That is why governance is not decoration. It is part of the security 
model. 

The core governance challenge is that identity systems naturally want to expand: more relying 
parties, more use cases, more attributes, more logging, more enforcement. That expansion 
often arrives through “reasonable” incremental requests—fraud reduction, compliance, 
convenience—until the system’s effective scope is far larger than what the public originally 
consented to. A least-bad design therefore requires hard constraints enforced by law, contracts, 
audits, and technical architecture. 

13.1 Purpose limitation and prohibition zones 

Purpose limitation is the rule that prevents identity infrastructure from becoming a general-
purpose control layer. It answers a foundational question: what is this system for, and what is it 
not for? 

In practice, purpose limitation must be explicit and enforceable. It should define: 

• Allowed purposes: a bounded list of domains where digital ID is permitted, with clear 
criteria (high-value transactions, strong need for assurance, and meaningful benefit to 
the public). 
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• Attribute boundaries: what categories of data may be requested, what may not be 
requested, and what must never be stored by verifiers. 

• Use constraints by context: which contexts require high assurance versus which should 
be satisfied by minimal claims (for example, age checks without full identity). 

Prohibition zones are the non-negotiables—areas where the system cannot go without 
undermining civil liberties. These zones should be specified early because once a system 
supports a capability, it becomes tempting to use it. 

Common prohibition zones in a least-bad national design include: 

• No universal tracking identifier: prohibit any stable, universal identifier that can be used 
across verifiers as a correlation handle. 

• No continuous location-based identification: prohibit using digital ID as a background 
presence system (always-on “who is nearby” identity). 

• No identity as a prerequisite for basic public life: prohibit requirements for routine, low-
risk activities that historically do not require identification (for example, attending public 
gatherings, accessing public spaces, or reading materials in public libraries) except under 
narrowly defined lawful circumstances. 

• No expansion into generalized social scoring: prohibit using identity logs to compute 
behavior scores for access to services. 

• No mandatory biometric identification: prohibit one-to-many biometric identification as 
a default mode for ordinary civic access. 

Without prohibition zones, purpose limitation becomes a promise rather than a constraint. 

13.2 Auditability without surveillance 

Auditability is necessary. Without audit, you cannot detect abuse, insider fraud, verifier misuse, 
or systemic drift. But naive audit becomes surveillance because “audit logs” can silently become 
a complete history of a person’s life. 

The governance problem is therefore to design audit that is about system integrity, not about 
citizen tracking. 

A least-bad audit approach separates several things that are often blurred: 

• Security audit logs (who did privileged actions, when keys were rotated, when high-risk 
recovery occurred, when administrative overrides happened). 
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• Verifier compliance logs (whether a verifier requested permitted attributes, complied 
with retention rules, and followed protocol). 

• Transaction evidence (proof that a verification occurred) which should be minimized, 
time-limited, and structured to avoid building longitudinal trails. 

To prevent audits from becoming surveillance, governance should require: 

• Event minimization: do not log per-transaction identity events centrally unless strictly 
necessary, and even then log only the smallest possible evidence. 

• Purpose-tagged logging: logs exist for defined purposes (security investigations, billing, 
compliance) and cannot be repurposed without triggering a formal governance process. 

• Short retention by default: retention windows should be defined and narrow; long 
retention requires explicit justification and independent approval. 

• Access discipline: access to sensitive logs is itself a high-risk event, requiring 
documented reasons, role-based restriction, and oversight. 

• User-visible transparency for high-impact events: citizens should be able to see major 
actions affecting their identity (re-binding, recovery attempts, credential revocations, 
issuer actions) without exposing a full verifier-by-verifier life trace. 

The key idea is: audit the powerful, not the populace. The system should be able to prove it is 
behaving correctly without maintaining a permanent record of everyone’s movements through 
society. 

13.3 Procurement, standards, and independent security review 

National digital ID will be built through vendors, integrators, cloud providers, device ecosystems, 
and standards bodies. Procurement is therefore destiny. If procurement optimizes for speed, 
cost, and glossy demos, the system will inherit brittle dependencies, opaque components, and 
hidden surveillance incentives. 

A least-bad governance program treats procurement and standards as security controls: 

• Open, testable standards: protocols should be standardized enough to support 
interoperability and independent analysis. “Proprietary security” is a risk at national 
scale because it suppresses scrutiny and locks the country into vendor failure modes. 

• Independent security review as a gate: major components (wallets, proofing vendors, 
key management systems, verifier SDKs) should face external red-team evaluation and 
recurring reassessment, not a one-time certification. 
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• Supply chain discipline: vendors should be required to maintain secure development 
practices, vulnerability disclosure programs, patch responsiveness, and artifact integrity 
controls. Identity infrastructure is too central to tolerate slow patch cycles or ambiguous 
ownership of security outcomes. 

• Clear liability and incentives: if a verifier or vendor retains excessive logs, ships insecure 
code, or fails to patch known vulnerabilities, governance must include consequences. 
Otherwise the incentive gradient will push toward convenience and data hoarding. 

• Operational testing, not paper compliance: standards should be validated with drills: 
key rotation drills, mass reissuance drills, outage drills, recovery attack simulations, and 
verifier update propagation tests. 

The principle is simple: if independent adversarial review is not built into the program, the first 
true review will be performed by criminals and state actors. 

13.4 Equity and inclusion: preventing “identity redlining” 

“Identity redlining” is the risk that the system creates a new underclass: people who are 
constantly challenged, constantly rejected, constantly forced into burdensome recovery, or 
excluded because they do not fit the system’s assumptions. 

This can happen intentionally (through discriminatory policies) or unintentionally (through 
design choices that correlate with poverty, disability, age, or instability). In practice, it often 
emerges from: 

• Proofing rules that assume stable address history, stable documentation, stable phone 
ownership, and stable connectivity. 

• Recovery rules that assume private, safe access to devices and communication channels. 

• Fraud controls that treat high-risk signals as “deny,” where high-risk signals correlate 
with poverty (shared addresses, shelters, prepaid phones, frequent moves). 

• Biometric systems whose error rates differ across populations, generating unequal 
friction and unequal denial. 

Preventing identity redlining requires governance that treats inclusion as a measurable 
performance requirement: 

• Measure false rejects and recovery burdens by group (age, geography, disability status 
where voluntarily disclosed, socioeconomic proxies) while protecting privacy. 

• Require multiple enrollment and recovery channels that are truly usable: remote, in-
person, assisted, and non-digital options. 
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• Constrain automated denial: when the system denies or blocks, it must provide 
actionable reasons and a path to resolution that does not require heroic effort. 

• Control verifier overreach: verifiers should not be allowed to demand higher assurance 
than necessary for low-risk contexts, because that pushes vulnerable users into 
unnecessary friction. 

• Fund the human layer: inclusion is not free. If the program does not fund accessible 
enrollment centers, trained staff, and timely appeals, the vulnerable will pay the price. 

Equity here is not rhetoric. It is the engineering reality that the system’s failure modes will 
concentrate harm unless governance forces counterweights. 

13.5 The legitimacy problem: why trust is a system requirement 

Legitimacy is not public relations. It is an operational dependency. If people do not trust the 
system, they avoid it, sabotage adoption, invent workarounds, or comply only under coercion. 
That produces a fragmented ecosystem with inconsistent security and inconsistent access—
exactly the conditions attackers prefer. 

Trust is also the only stable defense against scope creep. Without trust, every expansion looks 
like overreach. With trust, constraints are believed. But trust is earned only when people can 
see that protections are real and that abuses have consequences. 

Legitimacy therefore requires: 

• Bounded scope that is visible and enforceable (purpose limitation and prohibition 
zones). 

• Meaningful transparency about what is logged, what is retained, and what citizens can 
see and contest. 

• Due process that works: fast, humane resolution when the system is wrong or when a 
person is harmed. 

• Accountability with teeth for vendors, issuers, and verifiers who violate rules or create 
avoidable harms. 

• Non-digital continuity so people are not forced into dependency on a single channel. 

A national digital ID cannot be “trusted because it is official.” It must be trusted because it 
behaves like a restrained instrument rather than a totalizing one. In that sense, civil liberties are 
not merely protected by governance. Civil liberties are the governance test. If the system cannot 
maintain legitimacy under stress—breaches, outages, fraud waves, and political cycles—then it 
will either be abandoned or, worse, kept alive through coercion. Either outcome is failure. 
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14. Incident Response: Planning for the Breach You Will Eventually Have 

If a national digital ID becomes real, one thing becomes non-negotiable: it will have serious 
incidents. That is not pessimism; it is the empirical lesson of every large-scale identity and 
financial system. The only question is whether those incidents become bounded, recoverable 
events—or whether they become cascading social failures that permanently damage legitimacy. 

Incident response is therefore not “what you do after a breach.” It is part of system design. A 
least-bad national digital ID is one that can be operated under attack, can recover without 
crushing citizens, and can produce accountability that improves architecture rather than 
rewriting policy memos. 

The key posture is to assume compromise and to plan for it as a routine operating condition, not 
as an exceptional embarrassment. 

14.1 Playbooks for each breach class 

A national program needs distinct playbooks because each breach class has a different 
containment and recovery shape. A generic “incident response plan” is not enough. 

A practical playbook has four layers: detection signals, immediate containment actions, 
stabilization actions, and long-term remediation. It also defines who has authority to execute 
each step and how decisions are documented. 

Playbook patterns by breach class: 

Central data store compromise. Priorities are: stop exfiltration, lock down access, identify scope, 
notify affected populations, initiate long-term identity protection support, and reduce 
secondary fraud by hardening recovery pathways and verifier checks. You assume long-tail 
harm. 

Issuer signing-key theft. Priorities are: treat as national emergency, revoke compromised trust 
anchors, issue new keys, push verifier trust updates, define acceptance rules during transition, 
and execute mass reissuance where needed. You assume authenticity is compromised. 

Proofing pipeline compromise. Priorities are: suspend or tighten suspect enrollment pathways, 
identify the fraudulent issuance window, flag suspect credentials, activate contested identity 
processes, and coordinate with high-impact relying parties to increase scrutiny for newly issued 
credentials during that window. You assume ground truth is poisoned. 

Wallet/device compromise wave. Priorities are: block known phishing domains and malicious 
apps, coordinate with platforms and carriers, enable quick “freeze” and re-bind protections, 
harden recovery against SIM swap and email compromise, and provide clear user guidance on 
what legitimate prompts look like. You assume the edge is under attack. 
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Verifier compromise and log leakage. Priorities are: coordinate with affected verifiers, force log 
minimization and retention suspension, notify users when feasible, assess linkability harm, and 
prevent replay/session hijack by invalidating tokens. You assume privacy harm even without 
credential compromise. 

DoS and dependency failures. Priorities are: restore availability, activate offline continuity 
modes, publish fallback procedures, and prevent “fail open” chaos at verifiers. You assume 
exclusion harms. 

Biometric template compromise. Priorities are: treat as irreversible, contain and stop further 
leakage, prevent reuse across domains, migrate toward local matching patterns if feasible, and 
provide long-horizon mitigations. You assume permanent risk. 

Each playbook should also include an explicit “citizen impact assessment” checklist: who loses 
access, who must travel, who is harmed by delays, and what emergency accommodations are 
triggered. 

14.2 National-scale credential revocation and reissuance logistics 

Revocation and reissuance is where incident response becomes national logistics rather than 
cybersecurity. 

The hard part is not generating new keys. The hard part is moving an entire ecosystem to a new 
trust state without creating mass lockout and chaos. A least-bad program designs this capability 
from day one. 

Key requirements: 

Fast trust anchor distribution. Verifiers must be able to update trust lists quickly and reliably. 
That includes offline verifiers. If you cannot update trust quickly, revocation is theoretical. 

A staged transition plan. Abruptly invalidating all credentials signed under a compromised key 
may prevent fraud but can also deny legitimate access at massive scale. A staged plan defines a 
sequence: 
announce, 
push new trust anchors, 
set a deadline for verifier updates, 
issue replacement credentials, 
then sunset the old trust anchor with clear exceptions for essential continuity. 

Prioritized reissuance. Not all credentials must be reissued at the same speed. The system 
should prioritize: 
high-risk credentials, 
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high-usage populations, 
and essential service access. This is triage, not favoritism. 

Throughput planning. Reissuance must be treated as capacity planning: enrollment centers, 
staffing, appointment systems, mobile units, remote re-binding where safe, and support lines. 
The system should know its maximum daily reissuance capacity and how quickly it can surge. 

Contested identity escalation. Reissuance events will trigger disputes. Some people will find 
records corrupted, credentials issued in their name, or inability to prove themselves. The 
incident plan must include a “contested identity surge” process, not an afterthought. 

Physical fallback during churn. While reissuance happens, people still need to live. Essential 
services must accept fallbacks—temporary attestations, physical alternatives, or degraded 
modes—without arbitrary denial. 

In other words: revocation and reissuance is a societal continuity exercise. The plan must be 
operationally credible, not aspirational. 

14.3 Communications, containment, and public credibility 

National identity incidents are information wars as much as technical events. If communications 
are slow, vague, or overly reassuring, the vacuum will be filled by scammers, partisan narratives, 
and conspiracy. Public credibility is a security control because it influences behavior during 
remediation. 

Communications must do three things at once: 

Tell the truth without speculation. State what is known, what is not yet known, what is being 
done, and when the next update will occur. Overstating certainty destroys credibility when 
details change. 

Give citizens actionable steps. People need to know: 
whether they are affected, 
how to check, 
what to do if they suspect fraud, 
how to freeze or protect their credential, 
what official recovery channels look like, 
and what scams to expect. Specificity reduces scam success. 

Explain service continuity. People need clear guidance on how to access essential services 
during disruption. If the system is down or trust is in transition, publish fallback rules and ensure 
major relying parties repeat them. 
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Containment communication is also internal. Verifiers and partners must receive rapid, 
unambiguous technical guidance: 
which keys are compromised, 
what to revoke, 
what to accept temporarily, 
how to update trust stores, 
and what telemetry to provide back. 

Credibility is improved by pre-commitments: publishing the incident response framework ahead 
of time, committing to independent postmortems, and demonstrating that the program has 
rehearsed these events. 

A key point: silence is not neutrality. Silence is loss of narrative control, and loss of narrative 
control increases both fraud and panic. 

14.4 Cross-sector coordination: banks, telecoms, agencies, states 

National digital ID is inherently cross-sector. Incident response must be cross-sector too, or else 
the weakest coordination link becomes the attacker’s leverage point. 

Banks and financial institutions. They will see fraud patterns quickly and at scale. They can also 
tighten controls that inadvertently lock out legitimate users. Coordination is needed to: 
share indicators of compromise, 
coordinate step-up authentication expectations, 
avoid inconsistent acceptance rules, 
and align on temporary verification fallbacks. 

Telecoms and carriers. If recovery relies on phone numbers, carriers are part of the security 
perimeter. SIM swap defense, number porting controls, and rapid response to takeover reports 
are essential. Carriers also have outage realities; identity should not be brittle to telecom 
disruptions. 

Agencies and states. In the U.S., identity proofing and records are often distributed. State DMVs, 
vital records offices, federal agencies, and local agencies will all play roles. Incident response 
must define: 
who has authority to suspend or tighten proofing, 
how suspect issuance windows are handled across jurisdictions, 
how to coordinate in-person support, 
and how to provide consistent guidance to citizens. 
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Platform and device ecosystems. Wallet compromise waves require cooperation with mobile OS 
vendors and app stores to remove malicious apps and block phishing at scale. A national plan 
should have pre-defined escalation channels and legal frameworks to act quickly. 

Large verifiers (healthcare systems, employers, airlines, retailers). They must know how to 
operate in degraded modes and must be held to log minimization and retention rules during 
incidents. 

Coordination requires more than phone calls. It requires pre-established agreements, data 
sharing rules, escalation contacts, and joint drills. In crisis, you cannot invent coordination. 

14.5 Postmortems that change architecture, not just policies 

Postmortems often fail because they produce policy statements rather than structural changes. 
A national digital ID program cannot afford that pattern. If incidents do not produce 
architectural hardening, the same failure mode will recur—and public trust will collapse. 

A meaningful postmortem process includes: 

Independent review. Not only internal analysis. External reviewers must be able to see enough 
detail to evaluate whether conclusions are real and whether recommended changes are 
sufficient. 

Clear causal chains. Not “human error” as a stop sign. Identify the technical and governance 
conditions that allowed the incident: centralization, weak recovery, permissive proofing 
exceptions, verifier retention, insufficient compartmentalization, inadequate monitoring. 

Publicly trackable remediations. Publish the structural changes that will be implemented, with 
timelines and success criteria. Citizens should be able to see that the system learned something 
real. 

Architecture change triggers. Define in advance which classes of incidents require mandatory 
architectural changes. For example: 
a signing-key compromise triggers changes in key compartmentalization and rotation, 
a verifier log breach triggers tighter retention constraints and verifier accreditation 
enforcement, 
a proofing compromise triggers changes in evidence requirements and exception monitoring. 

Drills updated by lessons learned. Every incident should modify future exercises and stress tests. 
If the system does not change its drills, it has not changed its posture. 

Finally, postmortems must include the human impact. How many people were locked out? How 
long did recovery take? Which groups were disproportionately harmed? How many contested 
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identity cases occurred? If postmortems ignore these outcomes, the system will drift toward 
“secure for the operator, painful for the citizen,” which is not legitimacy. 

The honest conclusion is that incident response is the proof of seriousness. If a national digital 
ID program cannot demonstrate rehearsed playbooks, credible reissuance logistics, clear 
communications, cross-sector coordination, and postmortems that change architecture, then it 
is not ready to be the gate to modern life. 

 

15. Conclusion: A System That Fails Gracefully 

A national digital ID program will be judged by its best day and its worst day, but it will be 
remembered by its worst day. That is the meaning of blast radius. The system’s defining 
engineering problem is not “can it be hacked?” It is “when something goes wrong, how far does 
the harm spread, how long does it last, and how hard is it for ordinary people to recover?” 

Across the breach classes we mapped—data compromise, trust theft, proofing factory fraud, 
wallet compromise, verifier log surveillance, denial-of-service cascades, biometric 
irreversibility—the same structural lesson repeats: scale changes everything. Small design 
choices that are tolerable in a company login system become society-shaping failure modes 
when the system becomes the gate to healthcare, banking, benefits, employment, housing, and 
movement. A “digital ID for everyone” is therefore not primarily a feature bundle. It is a civil 
resilience instrument. It must be designed with the expectation that it will be attacked, it will be 
misused, it will be misconfigured, it will be overloaded, and it will sometimes be wrong. 

The only responsible ambition is not perfection, but graceful failure. 

15.1 Restating the thesis: digital ID is a blast-radius engineering problem 

The thesis of this paper can be restated simply: a universal digital ID is an exercise in blast-radius 
engineering. The core work is not creating a convenient credential. It is minimizing catastrophe 
when components fail. 

That means: 

• Reducing honeypots so data compromise does not become a national trauma. 

• Preventing trust theft so authenticity does not collapse at the root. 

• Hardening proofing so the system does not mint legitimacy for fraud. 

• Designing wallets and recovery so everyday device compromise remains survivable. 

• Controlling verifier behavior so identity usage does not become surveillance-by-logs. 
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• Ensuring continuity so “no breach” does not still mean “no access.” 

• Treating biometrics as non-resettable and therefore high-risk by default. 

• Measuring scope, duration, recoverability, and linkability so risk is governable, not 
rhetorical. 

If you accept that incidents will happen, the design goal becomes bounded harm. The public 
legitimacy goal becomes: when something breaks, the system does not break people. 

15.2 What a “least-bad” system can realistically promise 

A least-bad national digital ID cannot honestly promise that fraud will disappear, that outages 
will never occur, or that no one will ever be misidentified. What it can promise, if engineered 
and governed well, is more modest and more meaningful. 

It can promise bounded compromise. When breaches occur, they do not automatically 
propagate across every relying party. Compartmentalization and minimized central data ensure 
the blast radius is limited. 

It can promise recoverability with dignity. People who lose devices, get phished, or are caught in 
errors have clear pathways back that do not require heroic effort. Recovery is treated as a 
security event with human due process, not as a customer service afterthought. 

It can promise reduced surveillance incentives. Through selective disclosure, non-linkability, 
strict retention constraints, and verifier accreditation, the system resists becoming a default life-
trace generator. 

It can promise continuity. Essential services remain accessible during outages through offline-
capable verification, clear degraded-mode policies, and non-digital alternatives that are first-
class, not “exceptions.” 

It can promise transparency and accountability. The system’s governance includes prohibition 
zones, independent review, meaningful postmortems, and enforcement mechanisms that 
actually change behavior. 

Most importantly, a least-bad system can promise that its failure modes are known, tested, and 
rehearsed. The nation is not learning how the system breaks in real time during crisis. 

That is what “least-bad” means in a national identity context: not zero risk, but survivable risk. 
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15.3 A closing charge: build for recovery, not for marketing 

The closing charge is this: build for recovery, not for marketing. 

Marketing rewards simple narratives: “secure,” “frictionless,” “one identity for everything,” “no 
fraud,” “just scan.” Those narratives are exactly how systems become brittle. They encourage 
over-centralization, excessive logging, overpromising, and underinvestment in the unglamorous 
parts: reissuance drills, contested identity resolution, verifier compliance enforcement, offline 
continuity, and long-term support for victims. 

Recovery-centric design is less cinematic and more humane. It starts by admitting that 
compromise and downtime are inevitable at scale, then it invests in the capabilities that make 
those events survivable: 

• Routine key rotation and verifier trust update readiness. 

• Mass reissuance capacity that does not crush citizens. 

• Multiple proofing pathways without exception abuse. 

• Strong anti-phishing and anti-coercion wallet patterns. 

• Minimal data and minimal linkability by default. 

• Short retention and strict verifier rules that are enforced. 

• Non-digital options and offline continuity as core architecture. 

• Postmortems that change architecture, not just memos. 

A universal digital ID is a national promise. If built as a convenience product, it will eventually 
fail as a legitimacy project. If built as a resilience instrument—designed to fail gracefully, recover 
quickly, and preserve dignity under stress—it can offer real benefits without turning every 
incident into a social crisis. 

That is the standard worth aiming for: not a system that never fails, but a system that, when it 
fails, does not take the country with it. 
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